MYHHUIHUITAJIBHOE ABTOHOMHOE OBIIEOBPA30OBATEJIBHOE YYPEK/IEHUE
APMMU30HCKASA CPEAHASA OBINEOBPA3ZOBATEJ/IBHASA IIKOJIA

Kuposa yi. 2, c. ApMu3oHckoe, ApMH30HCKHI paiioH, TiomeHckast 0011., 627220, Ten./daxc: 8(34547) 2-45-86

MMOJIOKEHHUE
00 MH(pOPMAIIMOHHON 0€30TIaCHOCTH
MyHUIUTIaTLHOTO aBTOHOMHOTO 00II€00pa30BaTEIbHOTO YUPEKICHUS
ApMH30HCKas cpe/iHsisi 001eo0pa3oBaTelibHas IKOJIA.

¢. Apmuzonckoe, 2021 rog.



«COI''TACOBAHO» «YTBEPXIEHO»
[Ipencenarens [Ipukazom aupexropa
VYpaBisionero CoBeTa mKoJIbl MAOY ApMu3oHCKas CpeHsis

Slpkoa O. B o0meo0pa3oBaTesbHas MKOJIa
NpoTOKOJ Ne OT No oT
JI.C.KakaHoBa
«COI''TACOBAHO»

[Ipencenarens 11K
JI.A. JlornHosa

[Tomoxenue
00 uH(pOpMaIMOHHON OE30MTaCHOCTH
MyHuIUnajibHOTO aBTOHOMHOT'O 00111€00pa30BaTEILHOTO YUPEIKICHUS
ApMU30HCKas cpeliHsas 001eo0pa3zoBaTeabHas MIKOJIA.

1. O6uIne mon0xKeHUs.

1.1. [lonoxenue 00  uHPopMauuoHHOM  Oe3zomacHoctu ~ MAOY
«Apmuzonckas COIIl» (manee - IlonmokeHue) pa3paboOTaHO B COOTBETCTBUU C
®enepanbHbiM  3akoHOM Ne 273-03 ot 29.12.2012 r. «O6 o0pa3oBaHuu B
Poccniickont @enepannn», PenepanbHbiM 3aKkoHOM Ne 152- @3 ot 27.07.2006 1. «O
NIEPCOHAIBHBIX JaHHbIX», dDenepanpHbiM 3akOHOM Poccuiickon dPenepauuu OT
27.07.2006 roga N 149-®3 «O6 undopmaiyu, ”HPOPMAITMOHHBIX TEXHOJIOTUSIX U O
3amurte uHpopMmanun», [Tucemom denepaibHOTO areHTCTBAa MO OOpPa30BaHUIO OT
29.07.2009 r. Ne 17-110 «OO6 oOecrieueHUU 3aIIUTHl MEPCOHATBHBIX JTaHHBIXY.
[Tucemom Munuctepcta oOpazoBanus u Hayku PO ot 13.08.2002 r. N 01- 51-088un
«O0 opraHuzalMK WCIOJB30BaHUA HWH(DOPMAIMOHHBIX M KOMMYHUKAITMOHHBIX
pecypcoB B 00mieoOpa3oBaTeIbHBIX  yupexaeHusix»,  llocraHoBieHueM
[TpaButenncTBa Poccuiickoii ®enepanun ot 17.11.2007 r. N 781 «O0 yTBepxkaeHUN
[Tonoxenuss 006 oOecreyeHUU OE30MACHOCTH TMEPCOHAIBHBIX JAaHHBIX MPU HUX
00paboTke B MHOOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX).

1.2. B nonstne wuHdopmanumoHHOW Oe30macHOCTH 0Opa30BaTEIBLHOTO
YUPEKIEHUSI BXOAUT CHUCTEMa Mep, HalpaBlieHHAs Ha 3aluTy MH(GOPMAIMOHHOTO
NPOCTPAHCTBA W TIEPCOHATBHBIX MJAHHBIX OT CIy4alHOTO WM HaMEPEeHHOTO
MIPOHUKHOBEHUS C IEIbI0 XUIIEHUS KaKUX-TN0O0 JAHHBIX WM BHECCHUS U3MEHEHUN
B KOHQUTYypalMIO CHCTEMBbI, 3allliTa O00pa30BaTENbHOrO Ipolecca OT JHOBIX
CBEJICHUHN, HOCAIIUX XapaKTep 3alpelieHHONW 3aKOHOM IMPOMaraHjbl, WIH JIFOOBIX
BUJIOB PEKJIAMBI.

1.3. B cocTtaBe MaccuBOB 0XpaHseMOl 3aKOHOM HH(POPMAITHH, HAXOSAIICICS
B PACTOPsKEHUH 00pa30BaTEbHOTO YUPEKACHUS, MOKHO BBIJCIUTh TPU TPYIIIIbI:

.+ TIEPCOHAJIbHBIE CBEACHMS, KacCalollMecs Yyualluxcsi U MpenojaBaTesei,
ol (pPOBAHHBIC APXUBBHI;



- HOy-Xay  00pa3oBaTelIbHOrOMNpOoLecca, HOCSIIME  XapakTep

MHTEJIEKTYaJIbHON COOCTBEHHOCTH U 3alUIIICHHBIE 3aKOHOM;

+ CTPYKTYpUpOBaHHAas yaeOHass  uHpOpMaIus, oOecrneynBaromias

oOpasoBarenbHbI  TIporiecc (OmOMMOTEKW, ©0as3bl JaHHBIX, OOydYaroIIHe
IIPOrpamMMBbl).

1.4. OO0s3aHHOCTSAMH JIUI], OTBETCTBEHHBIX 3a 3aIIUTY WH(OpPMAITHH,
JOJDKHO CTaTh COXPAaHEHWE JAaHHBIX B IICJIOCTHOCTH W HENMPHUKOCHOBECHHOCTH H
o0ecrieueHne ux:

. JOCTYITHOCTH B JIt000€ BpeMs JUIsl Jt0OOro aBTOPU3UPOBAHHOTO

M0JIb30BaTEIS;

. 3aIUTHI OT JKO0O0M yTpaThl WM BHECEHUSI HECAHKITMOHUPOBAHHBIX

W3MEHCHUM;

. KOH(UIEHIIUATbHOCTH, HEIOCTYITHOCTH JJI TPEThUX JIUII.

2. Yrpo3bl uHGOPMALMOHHOM 0€30MaCHOCTH.

2.1. OCc00EHHOCTBIO YIPO3 CTAHOBUTCS HE TOJIBKO BO3MOXKHOCTb XUIIICHUS
CBEJICHUI WJTU TTOBPEKICHUE MACCHBOB KaKUMHU-TTHOO CO3HATEIHLHO JACHCTBYIOIIMMHI
XaKePCKUMH TPYIIITUPOBKAMH, HO M caMa JIeATeILHOCTh IMMOJPOCTKOB, HAMEPEHHO, TT0
3I0My YMBICIY WA OMMOOYHO CIIOCOOHBIX TOBPEIUTH KOMIIBIOTEPHOE
000pyI0BaHUE WU BHECTH BUPYC.

2.2. ['pynmer 00BEKTOB, KOTOPBIE MOTYT MOABEPTHYTHCS HAMEPEHHOMY WU
HEHAMEPEHHOMY BO3JEHCTBHIO:

. KOMITbIOTEpHAs TEXHUKA U JIPYTUE annapaTHbie CPEICTBA, KOTOPHIE

MOTYT OBITh TTOBPEXKJICHBI B PE3YJIbTATE MEXaHUUYECKOTO BO3/ICUCTBUS, BUPYCOB,
110 UHBIM TIPUYUHAM;

. IPOrPaMMBbI, UCIIOJIb3yeMbIe JUIsl 00ecTiedeHus: paboTOCIIOCOOHOCTH

CUCTEMBI WJIM B 00pa30BaTEILHOM TMPOIECCe, KOTOPhIE MOTYT MOCTpaiaTh OT
BHUPYCOB MUJTU XaKEPCKUX aTaK;

. JaHHBIC, XPAHUMbBIC KaK Ha )KECTKUX IUCKaX, TaK U Ha OTACIbHBIX

HOCHUTEIISIX;

. caM IepcoHaJ, OTBeYaroluii 3a paborocrnocodHocTh | T-cuctem;

. JIETH, TIOJIBEP)KCHHBIC BHEIITHEMY arpeCCUBHOMY MH()OPMAITHOHHOMY

BIIUSTHUIO M CTIOCOOHBIC CO3/1aTh B IITKOJIE KPUMHUHATBHYIO CHTYAIHIO.

2.3. Yrpo3bl, HampaBlieHHbIE Ha TOBPEXKICHUE JIHOO0OTO U3 KOMIIOHEHTOB
CUCTEMBI, HE 3aBUCSIINE OT HAMEPEHUS TTEPCOHAJIA, YUAITMXCS HITH TPEThUX JIUIL:

. mo0bIe aBapHUiHbIC CUTYAIH, HAIIPUMEP, OTKIIIOUCHHE

AIIEKTPOIHEPTUH UJTU 3aTOTUICHHE;

. OIIHUOKH MEPCOHAIA;

. cOou B paboTe MPOrpaMMHOTO 00CCIICUCHUS,

. BBIXO/Jl TEXHUKH U3 CTPOSI;

. MpoOJIEMBI B pa0OTE CUCTEM CBSI3H.

3. Cnoco0bl HECAHKIIMOHMPOBAHHOIO I0CTYNIA.

3.1. Yenoseueckuil. HMubpopmanmst MoxeT ObITb TNOXHUIIEHA MyTEM
KOITMPOBAHUS Ha BPEMEHHBIC HOCUTEIIN, TIEpENpaBIieHa 1o dJICKTPOHHOU route. [Tpu
HAJIMYUU JOCTyNa K CepBepy M3MEHEHUsi B 0a3bl JAHHBIX MOTYT ObITh BHECEHBI

BPYUYHYIO.



3.2. [IporpammMubIi. JJisi XUIIEHUN CBEIECHUM MCIIOJIB3YIOTCA CIIEIHAATbHbBIC
IpPOrpaMMbl, KOTOpbIE OOECHEUYMBAIOT KOMUPOBAHHUE IApOJICH, KOMUPOBAaHUE H
nepexBar HWHGOpMAIUK, TepeHanpaBieHue Tpaduka, AemnppoBKy, BHECEHHE
M3MEHEHUH B pabOTy MHBIX MMPOTPAMM.

3.3. AmmmapaTHBIA CIIOCOO CBSI3aH WJIM C HCIIOJIB30BAHUEM CHEITHATBHBIX
TEXHUYECKUX CPEJICTB, WM C TEPEXBATOM JJICKTPOMATHUTHOTO H3JIYYCHHS TI0
pa3TMYHBIM KaHaAIaM, BKJIIO4as TeineOHHbIC.

4. O cMCTEeMHOM aIMUHUCTPUPOBAHUM U 00SI3AaHHOCTSIX OTBETCTBEHHOIO 32

HHGOPMAIMOHHYIO 0€3011ACHOCTD.

4.1. 3ajayn  CBS3aHHBIE C MeEpaMH CHCTEMHOIO aJMUHHUCTPUPOBAHMS,
o0ecreunBamnero MHMOPMaMOHHYIO O€30MaCHOCTh SBIISIIOTCS YacTbhi0 PadOTHI
OTBETCTBEHHOTO 3a HMH(POPMALMOHHYIO O€30MacCHOCTh MO  OOCIYKHMBAHUIO
KOMITBIOTEPHON TEXHUKHU Y UPEIKICHUU.

4.2. Jlist perienus 3aga4 MHGOPMAITMOHHONW 0€30MaCHOCTH OTBETCTBEHHBIN
3a “H(OPMAIIUOHHYIO 0€30MaCHOCTh JOJIKEH:

4.2.1 Cnenutb 3a cOOMIOACHUEM TPeOOBAHUI IO MAPOJILHON 3aIUTE, B TOM
YHUCJIe OCYIIECTBIATH U3MEHEHHE MapoJjiel Mo Mepe HeoOX0AMMOCTH (yTpaTa mapoJis,
MOSIBJICHUE HOBBIX TOJIB30BATENICH B CBS3M ¢ M3MEHEHUEM KaJIPOBOTO COCTaBa U TIp.)

4.2.2 (OOecreynBaTh (YyHKIMOHUPOBAHUE IIPOTPAMMHO-ANIIapaTHOTO
KOMITJIEKCA 3aIIUTHI TI0 BHEITHAM MU(PPOBBIM JTMHUSIM CBSI3H.

4.2.3 OOecrieunBaTh MEPONPHUATHS 110 AaHTUBUPYCHOMU 3aIUTE, KaK HA YPOBHE
CEpBEPOB, TaK U Ha YPOBHE MOJIb30BATEIICH.

4.2.4  OOecrieunBaTh HOpMaJIbHOE (HYHKIIMOHUPOBAHUE CHUCTEMBI PE3EPBHOTO
KOITUPOBAHMUS.

5. Ba3bl 1aHHBIX.

5.1. ba3pl maHHBIX MoUIeKaIIKe 3anuTe BHOcATCS B «Peectp 0a3 maHHBIX
MOJIC)KAIMKUX MHPOPMAITMOHHOM 3alTUTEY.
5.2. Bce mpouenypsl mo MCHOJIB30BAHUIO U OOCITYKHUBaHUIO 0a3bl JTAHHBIX

OCYUIECTBJISIET OTBETCTBEHHBIN 3a BeZileHUE 0a3bl JaHHBIX. B ToM uncie:

* pe3epBHOE KOMMPOBAHUE;

* NEPUOAUNYECKUN KOHTPOJb UCIPABHOCTU PE3EPBHBIX KOIHM;

* MOJKJIIOYEHUE U OTKIIFOUEHHUE T0JIb30BATEIICH;

* BHECEHHE MU3MEHEHUH B CTPYKTypy 0a3bl, a Takxe nu3meHeHui B «Peectp 0a3
JAHHBIX  MOJUIKAIIMX WH(DOPMAIMOHHOW  3auuTe», NpU  HEOOXOJIUMOCTH
(M3MeHeHre CTeNneHU KOH(UICHIIMATBbHOCTH, MECTa PACTIOJIONKEHUS U T.J.); IPOUUE
BHJIBI Pa0OT CBSI3aHHBIX C JJAHHOW 0a30M.

5.3. B ciuywae ecnm 06a3a paHHBIX TpeOyeT MApOJBLHON 3allUTHI, TO
OTBETCTBEHHBIN 3a 0a3y MaHHBIX PYKOBOJCTBYETCS TpeOOBaHUSAMHU paszzena 6
«CucreMa ayTeHTHU(UKAINI HACTOSIIIETO JOKYMEHTA.

6. Cucrema ayreHTH(UKAIUM.

6.1. Ha Bcex 1K ucnonszyercs WINDOWS 7, WINDOWS 10.

6.2. JIng wucnonb30BaHUSl JIOKAIHHOM BBIYMCIUTEIBHOW CETH B Yy4eOHOM
IpoLecCe MCMOB3YIOTCS TpPyNnoBasi HJIECHTU(DUKAIUA: T0JIb30BaTENIb-YUCHUK,
M0JIb30BaTENb YUUTEIb, AAMUHUCTPATOP C pa3rpaHUYEHUEM IpaB AOCTYyNA K Markam
daiioBoro ceppepa.



6.3. Jlms Bcex mosb3oBareneil 0a3 JaHHBIX YCTAaHABIUBAIOTCS YHUKaJIbHBIC
TIapOJIH.
6.4. TlepuoguvHOCTH TIJIAHOBOM CMEHBI TTapoJjieit 1 pa3 B Havane y4eOHOTo roja.

6.5. VY cTaHOBUTH OJIOKUPOBKY YUETHOM 3aMKCH MOJIb30BATEIEH TIPU
HEIpaBUILHOM Habope maposist 0oJiee MATH pas.
6.6. VY cTaHOBUTH OJIOKMPOBKY DKpaHa U KJIABUATYPbl IPH OTCYTCTBUU

aKTUBHOCTH TOJIb30BaTeNss Ha pabouem mecte 6ojee 30 MHH., ¢ MOCIEIYIOIINM
BBOJIOM TapoJist auist pazoinokupoBanwms [1K.

6.7. OO6s3aTh MONB30BATENECH OCYIIECTBIATh BBIXOJ M3 0a3bl JaHHBIX, €CIU
IUTAHUPYETCSl OTCYTCTBUE Ha pabouyeM mecte 6onee 1,5 yacos.

6.8. OOs3aTh moJyb30BaTeNiel HE pas3riiallaTh CETEBbIE PEKBU3UTHI (MMEHA U
napoju) g J0CTyna K HH(POPMAIMOHHBIM pecypcaM, a TakKe XpaHUTh HX B
HEJOCTYITHOM MECTE.

6.9. OOcnyxuBaHuE CUCTEMBI ayTEHTU(UKALIMU OCYILIECTBISIOT OTBETCTBEHHBIE
3a 0a3bl JaHHBIX.

7. 3amurTa no BHEMIHUM HH(POBBIM JHMHUIM CBS3H.

7.1 B nensix yMeHblIeHUS pUCKa TOBPEXICHUS IPOrPaMMHOI0 00ecrieYeHus
U yTepu HMH(POpMalMU, JOCTYIl M3 BHYTPEHHEW ceTh BO BHewmHio (MHTepHer,
ANIEKTPOHHASI TI0YTA) OCYLIECTBISIETCS YE€pe3 KOMIBIOTEPHl C YCTAHOBJIEHHBIMU
OpaHIMay>pOM U aHTUBUPYCOM.

7.2. 3anpeneHo HeCAaHKIIMOHUPOBAHHOE HCIOIb30BAHNE MOAEMOB MITM MHBIX
cpexcts poctyna ¢ I1K, moakiroueHHbIX K BHYTPEHHEN CETH, BO BHEIIIHHUE CETH.

7.3. [TokiroueHne MIKOJBHBIX PAOOYNX CTAHIIMKA K BHEIITHUM JIMHUSIM CBSI3U
MPOM3BOIUTCS B JIOKAJILHON BBIYMCIMTEIBHOM ceTH 10 npoTokosiam Ethernet u WiFi.

7.4. 3anpenieHo MOIKIIFOYEHUE PA3IMYHbIX MOOMIBHBIX YCTPOUCTB (JTUYHBIX
Tene()OHOB, MJIAHIIIETOB U IPYTHX raT/KETOB) K IIKOIbHOM cetn WIFI.

8. 3amuTa OT HeCAHKIMOHMPOBAHHOTO MOJK/IIOYEHUS U pa3MeLleHne
AKTHMBHOI'O CETEBOr0 000PYy10BAHUS.

8.1. [IIkosbHBIE CepBepa pa3MeNIaloTCs B KaOuHeTe MHPOPMATUKHU TIPH
OTCYTCTBHUH CIIELIUATIBHO BBIJICIICHHOW CEPBEPHOM.

8.2. JlocTyn K cepBepy OrpaHUYEH NapojieM, KOTOPBIM U3BECTEH TOJIbKO
OTBETCTBEHHOMY 3a HWH(OPMAIMOHHYIO 0€30MacHOCTb, OTBETCTBEHHOMY 3a
uH(pOpMaTU3ALHUIO.

8.3. Poytepsl, TOUKK JOCTyna U MpoYee aKkTUBHOE CETEBOE 000PYA0BaHHE
JOJDKHO pacroyiaraTbCsi B MECTaX MO BO3MOYKHOCTH HCKIIOYAIOIIMX CBOOOIHBIN
JOCTYII.

9. Ilpoueaypa yBoJibHEHHS COTPYAHMKOB HMEIOIIMX JOCTYI K CETH.

9.1. B cnydae kaapoBbIX EpeCTaHOBOK U N3MEHEHHM BCE
OTBETCTBEHHbIE 3a 0a3bl JAHHBIX MEPEHA3HAYAIOTCS MPUKA30M JUPEKTOpPA, HOBBIM
COTPYJIHUKAM MPEIOCTABIISAIOTCS JJOTUHBI U APOJIU I JOCTYyNa K 0a3aM JaHHbBIX.

10. AHTHBHPYCHAsS 3alIUTA.

10.1. Ha ocHoBanum IIpaBuit monb30BaHusl BHEIIHUMU CETEBBIMHU
pecypcamu (MIHTepHeET, 2JIEKTpOHHAs TMO4YTa M T.J.) HE JIOMycKaeTcsi pabora 0Oe3
OpraHu3allid aHTUBUPYCHOM 3allMThl. AHTUBUpPYCHAs 3allUTa OpPraHU3YyeTCs Ha
ypOBHE pabouuX CTaHUUN U CEpBEPA MOCPEIACTBOM JUIIEH3UOHHOTO aHTUBUPYCHOTO



I[MporpaMMHOTIO oOecreueHusl.

10.2. OO6HoBIIeHHE 0a3bl UCIOJIB3YEMOT0 AHTUBUPYCHOTO IPOrPAMMHOTO
o0ecrneveHus OCYIIECTBIIIETCS aBTOMAaTUYECKU He pexe | pas3a B IeHb.
10.3. 3a cBOEeBpeMEHHOE OOHOBJICHHE aHTUBUPYCHOTO MTPOTrPaMMHOTO

o0ecrieyeHus 0TBeYaeT OTBETCTBEHHBIH 3a HH(OPMAILIMOHHYIO O€3011aCHOCTb.
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