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1. Beenenne

JaHHbI 1OKYMEHT npejacrasiser cobOH TEKCTOBYH M aHAIMTHUECKYH Dasy,
[pe/HA3HAYEHHYIO JUIS MCIONIb30BaHus B padore no npodunakruke kudep- u
tefe)oHHOrO0  MouwleHHH4YecTBa. OH  COAEGPKHT  CTPYKTYPHPOBAHHYIO
uHpopmanuio, (akrypy, (QOpPMYJIHPOBKH M CTATHCTHKY, KOTOPBIE MOIYT
CIIYKHTh OCHOBOH [UIs I1ONOTOBKHU:

® HH(POPMALHOHHBIX MATEPHAIIOB /U1 HACEIIeHHS
® KOHTEeHTAa [JI8 caiTa | colcerei

® JIMCTOBOK, MAMATOK, [IPe3eHTalHH

® CLEHAPUEB I8 BUACOPOIHKOB

® TB- U pAJAHOPEKIaMbl U 1P,

JIoKyMeHT rpe/Ha3HaueH /sl COTPY/JAHHKOB, 3aHUMAIOLIMXCA NPOPUIAKTHKOM
kubep- W Tene)OHHOIO  MOLIEHHHYECTBA, M [OMoraer  OBICTPO
COPHEHTHUPOBATLCS B TEME, HCIIOIIB30BATE NOTOBbIE (POPMYITHPOBKH.

3auem HYAHA ITA MCTOAHYKAS

Henk — jgate 4eTKHe, MNPaKTHYECKHE PEKOMEHJALHH [0 OpraHH3aluu
UHPOPMALMOHHO-TIPOCBETHTENLCKOH padoTbl ¢ HaceneHueM. Bwl y3Haere,
KAKHe BHILI MOIEHHHYECTBA Hauboee pacnpocTpaHedHbl, KakK HX
pacnmo3HaTb, YT0 H KaK TOBOPHTH JHIAM, H KAaKHE¢ HHCTPYMEHTHI
HCMOJB3I0OBATE B paﬁo're.

HTo Bbl Hall1eTE BHYTPH:

AKTYalbHYH CTATHCTHKY H IIPODJIEMATHKY

[Toprper neneroii ayAuTopun (KTo 4alle BCEro CTAHOBUTCH JKEPTBOI)
Tunuunele ¢xemMbl MOLIEHHHYECTBA

KoMMyHHKalIHOHHBIE IIOCBLIbI M IPHMEPB (JOPMYIIHPOBOK
[IpakTHueckue cOBEThI [0 TEXHOMOIHUECKOH 3alluTe

KontakTsl 1 anroput™ AeficTBHI, eClIH YenoBeK cTall epTBoi
OdurmanbHble HCTOYHUKH HHPOPMALIHH

2. Kpatkoe coaep:kaHue MeTOAUYeCKOro nocobus

1. CymnocTs # MaciiTad npodaemel

o Macwrad npodaembl: KubepmoliieHHHYecTBO — ObICTPOpACTYILHI BU]L
npecrynnoctd. B 2024 roay poccHsiHe mo JAHHBIM OAHKOBCKO#M
OTHETHOCTH NOTEpsUiH oT AeiicTBUH MomeHHuKoB 27,5 mupa pybueii,



qro Ha T4% Oonse, yem B 2023 roay. 3a 1 ke. 2025 rona — 6,9 mupna
pyOneii.

e PernonainbHoe pausinue: B Troomenckoii obnactn 8 2024 roay uwucio
kubepnpectyruieHii Beipociio Ha 11%, 4TO NPHBENO K 3HAYMTENBHBIM
IKOHOMHYECKHM IIO"['EPHM H COLT,HELIII}HI)H Hﬂ]lpH}KEHHOC'l'H.

e [lo nanneiM YMBJ] Tromenckoit obnacti — 3a nepsoe nonyrogue 2025
roga B Tromenckoit obnactu  saperucrpupoBaHo Oonee 6 ThiC.
npecryiieHnii, w3 Hux 3 875 — MOIIeHHHYeCcTBAa W KpamkH
HCIIOJIB30BAHHEM TEIEKOMMYHHUKALHOHHBIX TEeXHOIOruid, 4ro Ha 631
Donbue, ueM rogom panee. Yuepd npessicun 1,6 mupa pybueit (g 2024
roay — 2,5 MIIpA).

e Vszeumbie rpynnsl: KeprBoil Moxer crare 000l 4eIOBEK, HO
OCHOBHBIMHW MHLICHAMH ABIAKTCH:

o Moaoaexs (14-24 roaa): 4acTo BOBJIEKAETCH B MOLIGHHHYECKHE
CXEMEBl B KQUECTBE ({,Llpﬂllllﬂpﬂﬂ}} HIIH «ITOMOLIHHKOB» 34 ﬁblC'l'pre
OEHBI'H.

o Padorawime rpaxiane (25-44); moau co ctabMIBHBIM J10X010M
H cpe,uuum Uﬁpﬂ?OBHHMEM — YACTHIC LS.

o HMexuasie mwoan (50+): donee ysa3BUMbL H3-32 HH3KOH tHpposoil
I’pﬂMO’l'HOC'l‘H.

2. PHBHPGCTPEHEHHHE CXéMbI MOIEHHHYECTBA

o Teneponubie/CMC-MOIIEHHHYECTBA: NPECTYITHUKH [PEICTABISKTCA
COTPYAHHKAMH KOMMYHAIbHBIX  CIyk0, [ONHKIHHHK M JPyrUx
opranuzauuii. Ilpectynuuk coszgaer BredatieHne, 94To 3a00THTCH O Bac:
3alHCBIBACT K Bpauy, NpeUlaraeT 3aMeHHTb CUYETUMKH HIH [OJIYYHTH
YCIIYTH.

e (dajablIUBbIE CANTHI W NPHIOKEHHS: KOMUPYIOT JIErHTHUMHbIE
waT(opMbl UL KPAKU YUETHBIX JJAHHBIX HIIH CPEJICTB.

e Araku Ha akkayutel [ocyenyr: nonyueHue J0CTyna K JIHYHBIM
kabuHeTaM Ui oOopMIIeHH MHKPO3aiiMOB.

e @MuHAHCOBBIC NOCPeIHHKH: YOeKIAOT JIHOJACH MEpPeBOAHTL WIIH
OTMBIBATh JIEHBIH, [IOJBEPras HX HPHIHYECKHM PHCKAM.

MolneHHHKH 4acTO BO3ACHCTBYIOT HA JMOLHH H YVBCTBA JN0Jeil, 4ToObI
NOOHTBCS CBOEr0 — OHH HCHOAB3YIOT KaK MOJ0KHTEIbHbIE, Tak H
OTPHUATEALHBIE IMOUHHM. B nepsoM ciyuae KepTBY BBOJAAT B COCTOAHHE
PALOCTH, HAJeAAbl HIH JOBepHs, coolllas, Haupumep: «Bw ewiucpaiu
KpynHyio cymmy oeween, «Bam noroocenwst coyuaibHsie  @blIamuly  WIH
wllencuonusiii ghond pad coobugums o nepepacueme aett NeHCU ... ».



Bo sropom ciryuae MOLIEHHHMKH BBI3BIBAKOT CTPAX, NAHHKY HWIH CTBIA, Iyras
coobmwenusmu  Bpone: «C eawezo cuema cnucam eéce denveuyn, «Baw
podcmeenHuk  nOoRar 6 asapuro u  coul  werosexa» WIH  «becnoxoum
credosamens MBI Bui sersemecs ceudemenrem RO YeOA06HOMY Oeay».
[loHumManHe ITHX NMpHEMOE [IOMOMKET BOBpPCMH pPacHoiHaTh 00MAaH H He
noaaaTsCcH HA NPOBOKALNHID.

3. Cnocodbl 3alIHTLL:

e He Oepure TpyOKy H HE pa3roapHBaiiTe ¢ HE3HAKOMLIAMH,

e VYeraHOBHTE ONpeAenuTellh HOMEpa W aHTHBHpPYC Ha TeldedoH U
KOMITBIOTED.

e VYeraHoBHTE JIBOHHVIO 3alMTy akkayHTOB W npodmneil B coucersx,
MEeCCEH/KEPAX, [10YTaxX M M. cepBUCaX.

e 3Sanperure odopmieHHe KpeauTa Ha ceoe HMs uepes [ocycnyru.

e He coodmaiite koast #3 CMC 1 npunoxeHHil, JaHHBIE KAPT H NAPOITH.

e lruopupyiite NOA03IPUTENBHBIE CCBUIKH H BIOMKEHHSA — JaHE €C/IH OHH
[PULLUTH OT «3HAKOMOIOM.

4. Yo ne1aTh, €CJIH Bbl CTAJH ?REPTBOT] MOUIEHHHKA

e [IpexkpaTuTe KOHTAKT: HEMeJIEHHO  3apepuiuTe  oOleHHe ¢
MOLIEHHHKOM.

e CeaknTech ¢ DAHKOM: [103BOHHTE B 0aHK /15 OJIOKHPOBKH KapThl HIIK
TPaH3aKLHIi.

e CoodmuTe B NOJHUHIO: NOJAiTE 3ajABJICHHE C YKA3aHHEM JeTalei
(Homepa rTenedoHOB, CKPUHILOTHI) 4Yepe3 otraeneHwe YMBJ] wium
Focyenyru.

e llpexympenure  Apyrux: coolIHTe  ceMbe/Apy3bsiM,  4TOOBI
[PeI0TBPATHTE JalIbHEHIIHE aTaKH.

5. Opuanueckasn 3amura

e Kilouesbie 3aKOHBI:

o V¥ronoeuwiii koaexc (crarbm 159, 187): unpexycmarpusaer
HAaKa3aHUE 3@ MOLIEHHHYECTBO W HE3AKOHHBIE [11aTEKHbIE METO/1BI,
¢ cankuusamu 10 10 ner nuieHus cBo0O Ik,

o pampancknii  kogaeke (crarest 179): nos’somsier weprsam
aHH}-’JalOBEl’l'b LT,D]'DBUphl, 3aKI0YEeHHble 0OMAHHBIM ll_‘yf'l't‘..M.

o Megepanpubiii 3axon Ne 152-®3: zamumaer nepcoHalbHBIE
JaHHBIE OT HeupaBOMﬂpHOl'O HCIIOJIB30BAHMA.

o MenepaibHblii 3aK0H Ne 115-@3: okaszeiBaeT NPOTHBOACHCTBHE
OTMBIBAHHK)  JICHEr uepes MOHMTOPHHI'  TpPaH3aKLHI.



¢ Hogbie Mepsl (2024-2025):
o baHku 0053aHbI 3aMOPAKUBATE MO03PUTENIBHBIE TPAH3AKIIHH.
o Sanepxka SMS-k010B 10 3aBepiIeHNs 3BOHKOB.
o Orpannuenus Ha nepesauy SIM-kapt He poACTBEHHUKAM.
o Camo3zanper Ha KpeauT.

6. OpunnanbHbIe HCTOYHHKH HHpOpMALHEI:

HenTpansusiii 6ank Poceun: chr.ru/information_security/pmp/
Hapoausiii gppourt «Mowenosra»: moshelovka.onfru

[Ipokyparypa Twmenckoi obaacTu epp.genproc.gov.ruw/web/proc 72

YMB/ Poccun no TrwoMeHckoii odnacri 72. mvd.ru

fincult.info

Hudopmanuonublii nopran «DHHaHcoBast KyIbTYpa» banka Pocenu

e llpoexr IllpaButenncrBa TioMenckoil odaacTu, NpH NOIIEPIKKE
[Tpokyparypel Tromenckoit obnactd, Ynpasnenus MBJ[ Poccun no
Tromenckoil odnactu u Ortaenenns Oanka Poccun no Tromenckoi

obnacTH cTronMouIeHHHKHT 2. pd)

¢ Jlerckan 0e30MmacHoCTh B CeTH. l'[poelcr ﬂEﬂapTﬂMEHTa

HapopmaTuzaunu Tromenckoii odaacru kiber.admivumen.ru
o Coep — pazaen «KudepdezonacHocTb»

https:/fwww.sberbank.ru/ru/person/kibrary




3. AKTYAILHOCTE H NPOodIeMATHKA

Kubdep- 1 reneoHHOe MOLIEHHHYECTBO CEIO/IHS — O/IHA H3 CAMBbIX MACCOBBIX
H ObicTpopa3BuBawuxcsa Gopm npecrynHocTH. MOIIEHHHKH eKeHEBHO
couepmamr MHJIIIHOHBI ITOIIBITOK USMHHH rpa}z{uau: FBOHAT OT MUMEHH SEHI{OB,
l'ﬂCDpl'ﬂHOB, pD,U.C'l'BE!HHHKOH, HNHIIYT B M'ECCEH,‘J,H‘C&}']E[K, CO30aKT MOoJgIclIbHBIC
CAHTEL H OHJIANH-CEPBUCEL.

C KamabIM rojoM cXeMbl CTAHOBATCH BCE CO0KHEe H pealucTHYHee, a
tenesas ayauropus — wupe. Ot oOMaHa He 3acTpaxoBaH HHKTO: JKepTBaMM
CTAHOBATCH M MOJIO/EKb, H IMOMKHIIbIE, H KN C BBICOKHM YpOBHEM LH(DPOBOI
IrpaMOTHOCTH.

Hudopmanuonsuas npoHIakTHKa — eIHHCTBeHHBbIA > dekTHBHBI
CHocod MAaccoBOH 3aINThLI Hacedenus. Jlroau J0IKHBEI BOBpeMs [OJIVYATh
MOHATHBIC X TOYHLIC CHI'HAlILI. KaK paﬁcrrae'r D'GMEIH, KAK €0 pacino3HaTe H 49TO
HCaTh, €CIIH KOHTAKT Y3KE NPOH30LICIL.

Ilpodaemarnka



Mpo&nema 1.

IMogu 3HaI0T HeQOCTATOYHO NMpoGnema 2.

O TEXHUUSCKUN CPencTRAX GNoKUpPORKK MolueHHWUKH CO30al0T B MECCEHXEDAX
CMaM-3BOHKOB WM 3aWNThl CBOMX W cOUManEHLIX CETAX AKKaYHTLI-ABOHHHKK

aKKAYHTOE B COLCETAX M MeCCeHOMepax Apy3ed W konner

MpoGnema 4.
MpoGnema 3. MoweHHHKH Kcnonk3ylT MM ans
Mopyu neHeHOHHOro BoapacTa He MoryT BefeHMa AManora U NOACcTPOMKH
NoOACKKTE TRYGKY Cpas3y, UM KaXETCH 310 pasrosopa nog NnouxoTyn Yenoeexka. OHu
HEBEXNMUBLIM U rPy6bIM BBOAAT YENOBEKA B OLENEeHeHKe, Urpas
Ha YyBCTBAX CTPAaXa MAW MaMAe HAMKWUBbLI

[locaeacTeHd 119 PerHOHA H IPAKIAH:

® JKOHOMHMECKHil yuiepd: TONLKO 110 O()HIHATBHON CTATHCTHKE
EHEr0IHO IPAXKIAHE TEPSHT MHILIHAP/LL pyOIeil, NpH TOM BEPHYTh
Cpe/cTBa YAAeTes JIHIIL B PEAKUX ClIydasx.

e CouuaabHas HANPHAEHHOCTL: [IOTEPA ACHCD BbI3LIBACT CTPECC,
HeloBepHe K DAaHKAM W roCy1apcTBEHHBIM CTPYKTYPaM.

o Poct uH(ppoBOI YA3BHMOCTH: UeM BbILIEC POHUKHOBEHHE LH(POBLIX
cepsucoa, TeM BhILIE H pHCl{H — 0COOEHHO Cpﬁ;’J’,H MOEUIBIX M yHBBMMth
l'p}'l[ll HacelneHus.

o Hmuuxessie pucku: cnadas padora 110 npo)HIAKTHKE co31aeT
DLI_I,}«’I_LI,BHHB 6’33H3K333HHOC'I'H MOIIEHHUKOB U ]]U,U,pb[]:iae’l' ,.'J.DBep}’le K
BIIACTH.



4. Ilenn u 3agauu I'I]]{}ql[[.]'laI{Tlll{l[ MOIIEHHHYECTRA

Crparerust npoMIaKkTHKH CTPOMTCS Ha TpeX YPOBHAX (nodpoduee na cxeme
HuJCe), KamJblH W3 KOTOPBIX HANpaBieH Ha (OPMUPOBAHHE YCTOHUHBOIO
UH(POBOIO MOBEICHNS Y KHTENEH pernoHa:

1.

Texnnueckan 3AIUTA
e Hﬂ}"-{lfl'l‘b _'IHJ,'J.BH MOJIB3I0OBATLCH SBCllJlﬂ'l'HhIMH CEPBHC&MH FALIHUTEIL.
EJIDI{I»II'}DBLT.IHKE]MH CIIAM-3BOHKOB, E]H'I'HBHP}’CE]MH, cpe,ucmamn FAUIHTEI

AKKayHTOB B COLCETAX H MECCEeH/Kepax.
— Ilomoub (0CODEHHO NHOIAM CTAPLIErO MOKONEHHS) YCTAHOBHTL 3TH
cpencTBa Ha CBOM yeTpoicTBa.
Kpuruueckoe BOCHIPHATHE nHopManHK
— @DopMHPOBATH TIPHBLIUKY MNEpPenpoBepsTh J0dble Npochibl 0
nepesojie JIEHET, nae oT 3HAKOMBIX.

— O0bACHATE, Kak padoTarT cXeMbl ¢ (alblIHBLIMH COODIIEHUAMH OT
APY3eil/pOJACTBEHHHKOB,

— OOyuars  CcOUHANBHO  Yi3BHMBIE  TPyNIbl  ([EHCHOHEPSI,
MANo3al[HIEHHbIE) Yepe3 COLHAIbHBIX pPa0OTHHKOB M CEMbHD.

[pagnabHas peakuus B MOMEHT ONMACHOCTH
— 3aKkpenuTh MOBEJEHHE: He BCTYNATH B JHAJOr ¢ MOIICHHHKAMH,
cpa3zy K/JIACTh TpYbKY, He OTBCYATD.

— Enunenii cinoran «He pasrosapusail ¢ HesHaKOMLAMH» HallpaBlieH Ha
TO, 4TODBI 3TO NPABHIIO CTAI0 HOPMOI.



Crparerns npodHIAKTHKH MOIIEHHH ECTBA

Ypoeeks 1. YpoBeHs 2.

Hayuwrs mogef CTanams TexHeesec o Hayuurs moged xparwaecos

YpoBeHb 3.

B MO SOIPTENLHOH CHTYIUMN
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Peanuzanua npoHIaAKTHEHR

st nocTuskeHUst Lened NPOeKTa WCHONB3YETCH MeXAHMKA (nodpodnee Ha
cxeme Hudce), BRIHUAoas:

Enunan HH(pOpPMALIHOHHAS naardopma
— cailT cToNMOMEeHHHKH T 2.pd

— Jlerckas GesonacHocTs B HHTepHeTe kiber.admtyumen.ru

rae cobpaHel oDyuyarwlIMe MaTepHalbl, WHCTPYKLHH, BHICOKOHTEHT,
TECTBI U CCBUIKH

Boeieuenne HACEJIeHUS uepes obyuenue
— TPEHHHI'H JUIS COTPYIHMKOB OPraHOB BJIACTH H I10/BEJOMCTBEHHBIX
yupesx/JieHHi 1 0DydueHue rpyn PUCKa - IeTH U NEHCHOHEPBI.

— o0y4yeHHe LeNeBbIX IPyNI PUCKA — MOJIOJAEKb, CPEeIHHH BO3pact,
[EHCHOHEPEL (em. nodpobnee caeo. pazden)
— MEPOIPHATHSA I8 HaceleHHs ¢ oxeatom 10 200 000 uenogek.
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5. [loprper :xeprebl (Leaesan ayauropus)

K10 yale cTAaHOBHTCS KepPTBOIi:

1. Monogéxs (14-24 roaa)

MoJo/pie 1014 YacTo BOBIEKAKOTCH B COMHHTE/IbHBIE CXEMBbI KaK JIPOIIIEpb
WM «rnoMolHukM». MM npeanararor NErkve JIEHbMH 3a NEpeBOjbl  HMITH
oopmienne kapt. HeqocTatok #H3HEHHOIO ONBITA H CTPEMIICHHE K 3apadoTKy
JeIak0T MOJAPOCTKOB YA3BMMBIMH, 0CODEHHO Yepe3 COLCeTH H MECCeH KephL.

2. Cpeanuii Bozpacrt (25—44 roaa)

[To panneiM banka Poccuu, OCHOBHasi rpyna pHCKa — 3T0 YKOHOMHYECKH
AKTHBHBIE rpaxiaHe.
Jrwoau B Bo3pacte or 25 10 44 neT — 4acTeIC [0JIB30BATEIH HHTEPHET-0aHKOB,
Mapkerieicos, ciuyx0d N0CcTaBKH, MecceHKepoB. MOIIEHHHKH HCIONB3YHOT
NPHBBIYHBIE CLUEHAPHHU: “C eqwiel Kapmel chucanue’, "3TOVMBIUWIEHHUKU &
Coepbanxe”, “Oezonacuwiit cuém’”’, “Oaokupoexa axkayima’. YBEPEHHOCTH B
cBoeill wUQpoBOil rpaMOTHOCTH YACTO MeELIAeT IIFOIASM BOBpPEMs 3aMETHTh
o0OMaH.

3. Ilencuonepsl (60+)

[Toxunele MHOAH — Takke OJHA H3 CaAMBIX YASBHMBIX KaTET‘DpHﬁ. Onu
JOBEPUYHBERI, YYBCTBHTCIBHLEI K  TPeBOMXKHBIM COGELI.IBHHHM, HE  YMECHOT
KPHTHYECKH MBICIIHTE H CYMTAKT HEBCHIIHBBIM [IPEPRIBATE PpA3roBOp.

[

HMm 3BoHsAT or “BHYKA”, “Bpaua”, “nonmuuuu’” Wid “0aHka”, HCIONIL3YIOT
nojjienbHele Homepa W ronoca. OcobeHHO ySA3BHMBI JUIA TONOCOBBIX H
BU3YAIILHBIX MAHHITYIIsIUIT (rnybokux eiikos).

Hu:ke mnpeacraesien  o000IIeHHBIH  NMOPTpeT  NMOCTPAJABIIEro  OT
KHOepMOLIEHHUYECTBA, COCTAB/ICHHBLIAI HA OCHOBE [AHHLIX @KeroJHoro
onpoca banka Poccuu 3a 2024 roa. Omuem docmynen no ceplike.

12



KTo yauwie Bcero nonagaeTcq Ha YNOBKU MOLUEHHUKOB

CraTe »epTECOH KMOBPMOWEHHHMKOE MOXeT NIobol YenceeKk. TeM He MeHee HavMbonbwKi
WHTEpREC ONA HWX NPEOCTABNAKT rPa%aaHe, KOTORLIE NPCABNAIT BEICOKYID IKOHOMWUECKYD
AKTWBHOCTb W 4acTo NoNb3YIOTCA BAHKOBCKMMKM CEPEMCAMI = NIOLW B BO3pacTe

oT 25 po 64 net. Cpeaw nocTpagaswuwy HabnopaeTea pocT YMcna rpamaaH ctaplie 65 ner.

10,8% 9,0% 36,1% 27,5% 16,6*

- - o’ -

14-19 20-24 25-44 45-64 oT 65

B 2024 roay MepTEaMKH MOWEHHWKOE Yalle BCEro CTEHOBMNMCE PaboTaWwmMe MeHWMHE
CO CPEOHWM YPOBHEM OOX0Oa WU CpepHHM 08pasoBaHHeM, KOToPLIS MPOXKWEAIOT B ropoae

W MMEKNT NOCTOAHHYID 3aHATOCTE.

PatoTanwan meHwmna 4 - + Cpegmee
CO CPeAHMM YPOBHEM Q0X04a ofpazosanHme
Boapact - : + MpowuBaer
ot 25 no 44 net 0 ropooe

Ecnw B8 2023 rogy cpenv NocTpafasluMx 0onA MeHWKH Beina cywecTeeHHo (Ha 11 n.n.) Boiwe
[onu MywuMH, To B 2024 rogy 3ToT pas3peie cokpaTnea (Ha 5,2 n.n.). AKTMBHOCTL

MOLWEHHWKOB MPOTHE MUTENed CeNbCKWXY TEPRPHTORKWE HE3HaYUTENEHO BEIPOCNA.

- 52,6%

Wy s

| 474 | 25,6%

et CanpcHui MHTaND
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YpoBeHb 06pa3oBaHUA U flocTaTKa

24,9%

32,4%

42,7%

B Ofuwee obpazosaHue
B CpegHee obpazoBaHue
Bricwes obpazoBaHmKe

27,3%

46,2

X
o
%

Huakui yposeHs Moxona
B Cpensuil yposeHs foxona
B BmicokWi ypOBEHL LOXONLE
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6. KinoueBbie NochbLIbl H KOMMYHHKAINHOHHLIC TE3IHCBI

OcHoBHas wujes KaMmnaHuu — coOpMHpPOBATh Yy JIKJEH eINHCTBEHHO
NPABHJIBLHYK MOJE/b MOBEIEHHs [IPH CTOJIKHOBEHHH C MOLLEHHUYECTBOM: HE
BCTYNATh B KOHTAKT, He BECTH [IHAJOI, He PearHpoBaTh.

Kiroueroii cnoran  kamnanue: «Kaagm  tpydky! 310 MomeHHHMKH!»

310 He HPOCTO JIO3YHI, a YeTKOe MPABWIO, KOTOPOE [JOJKEH 3alOMHUTE
Kax /Bl €clli He YBepeH B UCTOUHUKE — HE OTBEYai, He NpojoinxaH
pazrosop, He IOBEPS.

Kamuauuu OCHOBaHA Ha BHEyﬂJ]bHGﬁ H IMOLHOHANBHOH AErOpHAL
MOIIEHHHK — 93T0 MOHCTP, HE3aMETHBIH, HO OlAacHbIA, CcrnocoOHLIA
WIIOXHUTHTE» ACHLI'HM, NaHHBIC H crokoicreue. Ero HY¥HO HC pa306Jlal:Iﬂ'I‘b, a
UTHOPHPOBATH U MPEPLIBATE KOHTAKT HA HAYAILHOM JTalle.

BII';}"R.H:HI:I(‘ KOHUCIIUHH, MOJI¢PAHBAKIIHE [I0CBLIBIL

l. Muduueckne MOHCTPBI — 00pa3 MOLIEHHHKOB Kak HEBEIOMOIl
onacuocTd. Paboraer Ha 3anmoMuHanHe U IMOLIHH.

] —
NPOENEMHLIM

MAMA, 9 MONAN TP N BNIOXM DEHBIM CEMYAC &

B ABAPWIO! CPOYHO ﬂ;fgf ";,‘;“E%"L"Bﬂ'éi“

HYXHbI EHBT W!

KNAOM TPYBKY! 7 1
3TO MOLUEHHUKMW! ;: | 9TO MOLLEHHUKMW!

r [
& [y < |
5 | CTOMMOWEHHHMK KT PD gﬁh 18+ wlf_‘TDl‘l MOWEHHHEKMWT 2, Py i
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_'- 1T OFHEHHBIM
MPOROMTE MEAOCMOTE. BEl MEPEBENKA LEHETK MHEL

¢ AN9 3ANACH HASOBMTE YKPAMHCKHM BOMCKAM.
KOL N3 CMC. HA BAC 3ABEJEHO

YTONOBHOE AENO.

_ 7 L
KNALOW TPYBKY! KNAOMW TPYEKY!
3TO MOLUEHHMUKKM! &+ 3TO MOLLUEHHMKM!

= 5
ﬁj CTOMMOLUEHHHWEWTZ Pd -2'-‘;:
— e b

PA3BICKMBAETCA MOLUEHHHUK!

NPOBJIEMHBIM | QCOBLIE NMPHUMETHI:
TPOJINb mare :

Mps,

KAK 3ALIMTUTLCA:

Hu Bapa TpySay

CTOMMOILEHHUKWU72. PO 357
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7. OCHOBHBIE CXeMbl MOIICHHHYECTBA

MoOLIeHHHKH HCIOIB3YIOT Pa3HOOOpasHble cXeMbl 0DMaHa, KOTOPBIE NOCTOSHHO
ANANTHPYIOTCS K LU(POBLIM [IPHBLIUKAM I'PAXKIAH.

MoleHHHKH HCNOIB3YI0T pasHoo0pasHele cXeMbl 0DMaHa, KOTOPBIE MOCTOSHHO
aNANTHPYIOTCH MOJ AKTYAILHYI0 HOBOCTHYH NOBECTKY H K LH(POBBIM
NPHBBIMKAM PazIaH.

Cienyer NMOMHHTb, YTO ATAKH CTAHOBATCH MNEePCOHHPHUHPOBAHHBLIMM,
TIATEIBHO MOAr0TOBJICHHBIMM. 310YMBIILICHHHKH CTAIH
NpeIBAPHTEIBHO H3YYATH KePTBY: ee NPodHib B COUUAILHBIX CETHX, KPYI
Apy3eii, yBJIe4eHHs, MecTO padoThl.

Huxe Haudosiee  pacrnpocTpaHeHHbIe

TromeHckoi obnactu H Beel Poccuu:

CLEHApHH, AaKTyalbHBIC 1A

Jlerenaa sBOHKA Heas MolneHHHEA [[I]-IIEHI:[ H TeXHOMI0THH

Coobuaer o 3a10/ e HHOCTH
HITH «HE00X0IHMOCTH
cpovHOIl 3aMeHE
oDOPYI0BAHKAY (CUETUHKOR,
kabensa u T. 1.).

«3BOHOK W2 YOpaBIA0LIei
KOMIAHHH [/ HeprocObITA /
BOIOKAHAIAN

[Monyunte nanakle HaHKOBCKDI
KAPTEL, NEPCOHATEHELE
CEEISHHA HITH JACTARHTE
MEPERECTH AEHETH «HA CUET
OpraHu3aluMy Moj BHAOM
OIATEl YCIIYT WIH JOAT0B.

Bam 3BOHHT YelI0BeK,
NpecTaRnAKIIHICA

COTPYIHHKOM
KOMMYHAILHBIX Y&,
TOTHKTHHEKH WIH HHOH

OpHUHANLHOI OPraHHzaAlAN.

MoxeT npeanoKnTE IANHCATE
HA MPHEM K Bpavy HIH
HIOIYHHTD MBTOTY/ YCIYTY.

Cozpaet olYMIEHH
CPOMHOCTH H 3a00THI: «MTO0EL
He OBIIO OTRIKMEHHAY,
«4TOOBI HE MOTEPATE TBIOTY M,
«JUA BALIEro yaodcTeRa».

Mosxer 3naTs agpec, PHO 1
APYTHE NepeOHalbHEIE
AAHHEIE.

Henonsayer nogMeny
HOMEPA, 3BOHOK
oToDpakaeTcd Kak 13 « Y Kn,
«EMPL», «llonHenHHEAKS:.

MoseT «nepernvHTE HA
APYTOTO «CIEHHATHCTa.

Hror: yenosex cam
NepeBoInT IeHbLIH
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MOINEHHHEKAM HJIH I'IEPE‘IIHé’I'
ROII\'.IH{.!IIEII HHANBHBIE
JAHHLIE.

«HupecTHUHH ¢ 10xX0n0M 30—
100%0

«Brl ocTABIANH TAABKY HA
marhopmMe — X0THM
TPEI0KHTE BAM BIOMKEHHE
0] BEICOKHI TOX0T0

Borneus B nceRA0OHHBECTHIIHH
H BBIBECTH BALIH JEHbBIH.

HKepree 00eIIAOT BEICOKYIO
JOX0JHOCTE OT BIOMKEHHIT — B
KPHOTOBATIOTY, «HOBRIE
TEXHOIOTHHY,
«rocnporpamMmel». Yenoeexa
yOE#Ia0T MePEBECcTH IEHETH,
VCTAHOBHTH HHBECTHIIHOHHDE
TMPHICHEHHE HITH NEPEIaTh
JOCTYTI K YCTPOHCTRY (Mepes
AnyDesk 1 ananoru).

— «AHATHTHEY? MOMOTAET
3aperHCTPHPOBATECA Ha
theiikosoM caiite.

— Bac npocat BlomHTE
cHauana 5 000 B, sarem
foneme.

— [Mocne kaznoro NONONHEHHA
«DANAHE PACTET» , HO BHIBECTH
CPECTBA HEBOIMOMHO,

— Hror: aensrn nponaaaot,
MaTfopmMa HCUS3aeT,
COTPY/IHHKH HE BEIXOJAAT HA
CBA3b.

«3BOHOK NEHCHOHEPAM Ha
CTAUHOHAPHELH Tesedon»

[MomuneM NoaaM IROHAT Ha
AomaiiHuil TenedoH,
NPEICTARMAACE COTPYIHHKAMH
KOMMYHAIEHEIX CIVED,
NOTHETHHHEH,
«Copronokananay,
COLMANBHBIX HIH
TOCYIAPCTBEHHEIX BeI0OMCTE.

CHauana — BHIMAHHTE bl
NMEHCHOHEPA COOCTBEHHBIE
ACHBIH IO BHAOM OIUIATEL
YVCIYT HITH «BO H30emaHne
OTHITHYYECHHA R

Hanee — BORNEUE NOXKHIOTD
HeNOBEKa B CXEMY!
HEMONEZ0RATE 70 KAk
Kypbepa («apona») 11 cbopa
JEHET Y APYTHX HKEPTE.

Pasrosop crpourcs Tak, Oyaro
3BOHALIMI 3afoTHTCA O
YEN0BEKE. HAMOMHHALST O
AONTax, NpeiNaraeT yeayrH
uin noMots. [ocne storo
TOJKITMAKTCA «IPYTHE
CIYKOE — NEHCHOHEPY
3BOHAT NOBTOPHO YK OT
HMEHH JIPYTHX OpraHuzaiuii,
HOCTENeHHO BTHPAACh B
AOBEPHE.

IMocne HECKONBKHX TAKHX
3BOHKOE MTEHCHOHEPOB MOTYT
YIOBAPHEATE MEPE1aTEh
JIEHBIH KYPhLepy.

Crnemyrommii mar —
BOBIEUEHHE CAMHX
NEHCHOHEPOB B CXEMY! HX
npocaT 3abMpaTh 1eHBIH ¥
JPYTHX NOAHILIX J100ei 1
NPHBOZHTE «B OPTAHHIALHIO,

Takum oGpazoM xepTBa
NpeBpaaeTcd B «1ponay Win
KYPhEpa, YUACTBYET B
HENOUKe MOLIEHHHKOB, MACTO
HE NOHHMAs CBOEH PoIH.

«Bul coBepnIn
NpEeCTYILIEHHE, CIIOHCHPYeTe
BCY»

«Be1 nonanu B bazy, ¢ Bameii
KAPTE] OTNPARIATHCE JEHETH
Ha (huHaHcupoeanue BCY.

Yrobk! He OBUIO YTOIOBHOTO

— [Npencrarnatorca
corpyanukamu MBJT
Lentpobanka, PCE. HYacto
JBOHAT € NOAMEHHOID HOMEPA.
— [pocaT He pacckaiblBaTh
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NENa, HYKHO COTPYAHUYATE ©
Ge30MaACHOCThIO,

3anyrath KepTEY O0BHHEHHEM
B MPECTYIUVIEHHH H BEIMAHHTE
NEHBIH 178 NPOBEPKH, «11A
0e30MaACHOCTHY HIIH AKOOL
«4TOOB! J0KA3ATh
HEBHHOBHOCTE,

JKeptey BROIAT B CTpECC:
TOBOPAT, 9T0 ¢ €€ KapThl AKODE]
HITH NEPEROIEL HA
(uHAHCHpOBaHHE
TEPPOPHCTOR, OTKPEITO
YTOIOBHOE JeN0, CKOpo
MpHEIET MOTHIHA.
[Ipepnararor "pasobparses” —
H BTATHEAKT B LUENOUKY
NOAHEIX NPOLEAV].

HHKOMY, FTOBOPAT, UTO HAET
«CEKPETHOE PACCIIEI0BAHHER.
— YDemawT nepepecTy
AEHETH «Ha 0ez0nacHkIH
CcHETH, UTOOR JOKA3ATh, YTO
BEl HE IIPECTYITHHK.

— MoryT npocHTE YCTAHOBHTE
yaanéHHslii goctyn (AnyDesk
W AHATOTH), MTODBL «IOMOYER
HITH «3afiHKCHPORATE
AOKATATENRCTRAY.

— Hror: Brl nepegaére ceou
AEHETH MOIIEHHHKAM, & TOTOM
OHH HCHUE3aT.

«llencnonnbiil pona /
CouBblLIATEDY

«Bam nonosena nonnara,
NMEpepacueT NMEHCHH HITH
BOZBPAT BIHOCOE» — TaK
HAYHHACTCH Pasroeop.

BriMaHHTE NepCOHANBHEIC H
OAHKOBCKHE TAHHBIE HITH
MOAYIHTE ATy 33 NEPCBO I
KOMMOEHCALHHY:.

— CnpalyBeaT NacnopTHele
aanuele, CHUJIC, pexeradTe
KAPTEIL.

— [loa npegmorom
«HASHTH(HUKALIHNY NPOCAT
thoto kaptel, CVV-koa.

— MoryT coobInTs 0
“KOMHCCHM» 38 MepeBo] H
NPeII0HHTE NEPERECTH
AEHBIH.

— Hror: xuienue cpeicTe HITH
ofiopMIeHHE KPEIHTA HA BAC.

«Bac npuraamapT Ha
JAHCHAHCePHIALHIO |
Me0CMOTP HA J0MY»

Bam 3BoHAT AKO0RI H3
MONHETHHHER HIH YACTHOH
KIHHHKH H IpeIIaranT
npoiiTH DecnaaTHbi
METOCMOT], BAKIHHAIIHKD,
AMATHOCTHEY HA JOMY.

[onacts B KBApTHPY 1718
KPazkH WIH HABAZATE MUIATHEIE
VCIIYTH.

— «Bpauy unu adensauepy
NPHXOIHT C CYMEOI,
NOKA3LIBAST JTHIIOBEIE
AOKYMEHTEL

— Brupaetcs B nopepue, noka
BEI OTXOOHTE HIH OPHHOCHTE
AOKYMEHTEl — KPaJeT Belu.
— MHorna ocTapnsioT NTHOOBLIE
«CHETa» 38 0CMOTP.

— HTor: xHIIeHHE HATTHYHRIX,
HEHHOCTEH HIH BhIMAHHBAHKHE
noanuceii Ha KpeauT.

«Bam poIcTBeHHHK NONal B
AOTIIs

JBOHOK HOMBKY HITH Pano

Henyrats u 3acTaBHTh DBICTpO
HMEPERECTH AeHBIH.

— Ha tpone — kpuyw, nnaw,
HMHTALMA TaHHKH.

— Muoraa uenonsaywor
aundeiik-ronoc: «Mam, 310 1,
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VTPOM: «Baw celH nonan s
ABAPHID, YTOOR! ero He
MOCAAHIH, HYAHO CPOYHO
NMEPCBRCCTH ACHBIH»

MOMOTH! »

— [locne Berynaer
GCIENOBATENRY, «AJIBOKAT,
NPOCHT MEPERECTH AeHEIH.

— Hror: nensru nepeseeHsl
MOLIEHHHKAM, POCTECHHHE HA
caMOM J1efe B NOpfIKe.

«3BOHOK COTPY/IHHKA
HenTpansHore Ganka»

Bawm coobmaroT, uTo no KapTe
3a(IHKCHPOBAHA
NOA03PHTENLHAS AKTHEHOCTE -
JEeHBIH MEITAKTCH NEPEBecTH
co cueTa (B T.M. 3a pydex).
CHacTH HX MOMKHO TOIBKO
OJIHHM CNOCOGOM — OTKPBITH
B lenrpobanke
“3alIHIIEHHRII »De30nac HeIi
| GCTEIHANBHBIY CUET.

YheauTh YenoBexa
CAMOCTOATENEHO NIEPERECTH
JAEHBMH MOIIEHHHKAM.

— CHauana eac nyrawT: «Bam
CHET CKOMIPOMETHPORAH,
JeHErH BOT-BOT YilOyT.»

— 3aTem NpeataraT NoMOoLE
— MEPEBECTH BCE HA
DeronacHulii «BpeMeHHBI»
CHET.

— MaeTca «HoMep cueTas HIH
HPOCAT BEIMOIIHETE ONEPaliiy
E MPHIOMEHHH N0 THKTORKY.
— VYbeaurensHo
PACCKAZRIBAIOT, UTO 3TO
npakTHka «leHTpansHOTo
DaHkan.

— Hror: BRI camn oTnpasnsaere
CBOM JIEHEMH MOIIEHHHKAM.

«3BOHOK 0T COTOBOTO
onepaTopax»

Bam 3goHAT H co0BMIAKT O
HECAHKIHOHHPOBAHHOI
Hepeaapecani 3BOHKOE HITH
npobneme ¢ SIM-kaproii.

TonyunTs 10CTYN K BALTHM
CMC u 3B0HKAM — B TOM
YHCIE KoJaM W3 DaHka HIH
locyenyr.

— IlpocaTr BeecTH Ha
TeneoHe CenHANEHES
komManael: *2 1 Faomep# unm
#0024,

— JloskHAag eNk: «OTKIMHTE
HOJ03PHTENEHYHY
MEpeaIpecarHio.

— [Mocne 3Toro MOIMEHHHK
NONYYAET YIPABISHHE BALIHMH
JBOHKAMH.

— BoaMosHO: NOICOBHIBAIOT
NOJAENEHYK CCRIIKY HA
STIEPENPHBATKYY» CHM-KAPTEL
— Hror: xoae! noATEEpHICHHA
NPHXOIAT HE BaM, a
MOLIEHHHKY.

«3ROHOK OT NOPTATA
Coeyeayr / eyaan

Bam coobuiaiT, yTo Ha Bame
HM# TIOIaH HCK HIIH 9T0 8CTh
npobIeMsl ¢ YyHeTHOI
JAMHCRID.

MMonyunte CMC-kop 1
3aXBATHTE Balll AKKAYHT HA
locyenyrax.

— loBopAT, UTO HCK Yike B
paboTe, HO IOKYMEHTHI MOMKHO
NOCMOTPETE TOIRKD YEPes
locycmyru.

— [pHeBIAKT CceRUIKY Ha
NOAENLHEIH CAHT, TAE IPOCAT
peecTH norud H CMC-kop,

— Huorpa otnpaenswoTt QR-kog
A «OBICTPOTO BXOAa%.

— Hror: noctyn k lNocycnyram
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NEpexBatieH, aanee —
odopmieHHe 3aiiMOB, B310M
DaHKOE, 10CTYN K
AOKYMEHTAM.

«lloMomHEK cyabu /
cyaelnklii npucTaRy

«llpoTus Bac uaer
rpasaanckoe aeno. TpebGyerca
MOATEEAISHHE THMHOCTH [
JOCTYTIA K MATEPHATIAM»

3axeat gocryna k [ocycnyram
unu Coep 1D

— [pHcrnawT cornky Ha
«IOPTAN CyIax (M0A1eIEHEIH).
— Brl BROIUTE NOTHH, NAPONIE H
CMC.

— MoryT nonpocHTe Bac
NPOATH «yAATeHHYED
uaeHTHdHKAnHION —
BRIIOUHTE 3KPAH HITH
YCTAHOBHTE MPOTPAMMY.

— Hror: noctyn ko Boem
rOCYIapCcTREHHEIM H
DAHKOBCKHM CepBHCaM.

«DOHOBIeHHE DAHKOBCKOT O
TP E HHAD

«llpunoxenne yerapeno,
cefivac BRILNO OGHORNCHHE,
Yrobsl He MOTEPATE A0CTVIL,
HYAHO YCTAHOBHTE BPYUHYION

JacTaBuTE VCTAHOBHTE
BPEIOHOCHOE NPHITOMKCHHE.

— CKHBIBAKOT CCRIIKY Ha
YCTAHOBOMHEL (haiin (apk-
thaiin).

— [Iporpamma naet
MOLIEHHHKY J0CTYTI K 3KPaHy,
3BOHKAM, KJIaBHATYPE.

— [Mocne yetaHoBKH Bac
«IPOBOAATH Mo HHTepdeiicy
— BEI CAMH BBOJNTE BCE
HYKHOE.

— Hror: Brl TEpAETE KOHTPONE
HAJl YCTPOHCTROM, MOLIEHHHKH
CIHCEIBAKYT JEHBIH.

«IBOHOK H3 HATOTOBOH
CIay KDL

«¥ BaC 38/10/BKEHHOCTE MO
HANOTY HA 3eMITHY MallHHY.
Ceronna kpaiiHuii cpok. nHave
wrrpafy B apects

MNonyunTs NeHETH WIH A0CTYI
K Kapte.

— loBopaT ofHUHATEHEIM
TOHOM, HA3BIBAKT (peflikoBhLil
HIHH.

— [NpHcEawT NoATeIEHYIO
KBHTAHLHKO HITH CCBIIKY Ha
OTIATY.

— Hror: aensrn yxoaar
MOLICHHHKaM, B Baze DHC
HHKAKHX JIONTOB HET.

«0nnaTua ToBap — rjae
KA

«l nepepEn IeHLETH, BOT YeK.
[Mouenmy BEI HE OTOPABRNACTE
ToBapTH

Borneus npeanpHHHMATEN B
(DHETHBHYI) COENKY H
00OMAHOM BEIMAHHTE 1eHBTH,
TOBAP HIH NEPCOHANEHEIE
JAHHEIE.

— [NpHcranwT NoatenLHEE
CKPHHILIOTEI «yCIENIHOM
OnAaThy ¢ (eiikoBoro
HHTepHeT-0aHKa.

— 3a4acTYH HAMEPEHHO
YKA3RIBAT CYMMY DONBIIE
HY#HOH H NPOCAT BEPHYTE
@OIMHGOMHO THILHEEH,

— MoryT TOPONHTE!
awTnpaesTe npaMo ceiivac,
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MolueHHHE NPHTBOPASTCA
HoKynaTeneM: oopMiser
3aKa3, IPHCEUIAET NOIAeNbHEL
MATEHHEIH MK, TOPOIHT ¢
ornpaekoil. MomeT IonpocHTE
WBEPHYTE IIEPETIaTy» WIH
BRIBEJATE PEKBHIHTEI 1A
MEPEROIA — YTOOR
HCTIONB30BATE HX B IPYTHX
CXEMAX.

MHE CPOMHOY», MTOOR NpoJaser
HE YCIen NPOBEpHTE
HOCTYILIEHHE,

— Huorga odopmasatoT
AOCTABKY Hepes Kyphepa,
WTOOE! DOMAYMHTE TOBAp, HE
OTIATHE,

— Hror: Tosapa HeT, AeHETH He
HPHUITH, ¢TTOKYTATEE?
HCHETAET.

«ITO i — CPOMHO HY&KHA
MOMOIE»

«Mama/babyimka, cpovHo
NEPeBeIn TeHBIH»

«llpuset! 5 nonan & Geay,
CPOUHO MEPEBEIH TeHBIH —
NOTOM BCE ODBACHIN.

Henonsayior mofaensHbI
TOA0C HIH BHAEO, YTODE]
BRECTH B 3a00y#1CHHE H
BRIMAHHTE 1€HBIH.

MoteHHHKH HCIONB3YIOT
HefpoceTH, 4To0k!
CTEHePHPORATE FOIOC,
MOX0#HA Ha ronoc
POACTEEHHHEA, APYTa HITH
kounerd. Huorga — eupeo c
ux oM. [TpocaT JeHsry «Ha
neMeHHen, «IITpafiy, «ABAHCH
H T

— Menoneayior ayano win
BHIE0, CTEHEPHPOBAHHEIE HA
OCHOBE OTKPBITBIX JTAHHLIX
(couceTn, YouTube u ap.).

— TTHWyT HAH 3BOHAT B
smeccenTxepax: WhatsApp,
Telegram — ronocoeoe
cooDIIEHHEe WITH BHIS03BOHOK.
— B coobmennax coznawT
MAHHKY: ABAPHA, 3a0epHRaHie,
CPOMHAA ONEPalHA.

— Magart Ha aMonHK: «He
3BOHH HHKOMY, MHE CTBITHO®,
«TOMBKO Thl MOMKELIE TOMOMEY?,
— Hror: sepTea nepesoanT
AeHBMH MOIIEHHHKAM, TyMast,
WTO CHAcaeT OIH3KOro.

«IBOHOK H3 CITYHKOBI
0e30nmacHoCTH DAHKAY

Bawm 3pOHHT uenopek,
npeacTapIaiHiics
COTPYIHHKOM CITy 0L
OezonacHocT Danka. On
TOBOPHT, YTO HA BALLEM CUETE
3a(IHKCHPOBAHA
MOAOIPHTENEHAR ONEPALHA
(nepero, MOKYNKA, CHATHE
HANHYHEIX), H HeoOX0AHMO
CPOYHO NPHHATE MEPEL.

BrIMaHHTE Ballli AeHBH 101
HPEIIOroM «CIAaceHHmy HIH

MOAYIHTE A0CTYI K OHJIAiH-
OaHKy.

— MoleHHHE yTBep:#IaeT, 4T
«BHYTpPH Dankaw paboTaer
TPYNna NpecTYMHHKOR, H
ACHETH HEo0XOAHMO
HEPEBECTH HA AKODEI
DezonacHell cuer
LlenTpobanka.

— MomeT nepexkIovHTE BaC HA
«CTAPILETD CHelHATHCTa HIH
anpeactapurens Lb».

— MomeT nonpocHTh
YCTAHOBHTE NPOTPAMMY 1718
YIAMEHHOTO J0OCTYIA, 1TO0E
STIOMOMES.

— 3acTaBnAeT BAC He
PACCKAZLIBATE O
HNPOHCXOIAIIEM HHKOMY —
«3TO TaliHag onepaiHay.

— Henonssyer noameny
HOMEPA: 3BOHOK AKODK ¢
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HOMepa DAHKA.
— WTor: BBl caMy epeBouTe

JACHBIH HA CHUET MOUICHHHEOB.

[Mpuembl BO3eHCTBHA MOIICHHHKOB

MOLWEHHWKW UrPAKOT

HA BAWWKMX 3MOLUMAX U YYBCTBAX

MNONOMMTENEHBIE
* PagocTe
« Hapewana
* Doeepre

wE bt B AT PANA KPY MY CYMY JeHers

#Bam NoNomets| COUMANLHLM BbinNaTe®

aMeHcwonHs@ honn pag coobumme
O NepERACHETE BALEH NEHCHA,

@ OTPHLATENLHBIE

« Crpax
« Manuea
. Creig

4 C BAWAro CHYETA CNMCANW BOA AoHLIHe

«Baw pofCTEEMHAK MOMAN B A8
W COMN MenoBaKar

«BacnoxowT cnencearsns MBI,

Ehl SRNAETECH CRUQETENEM

BAM MOMNOXOHA BLINNATE B paysepe... o

NoYronoBH oMY Qenyr
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8. Kak rpa:kIaHnHH Mo:KeT ObITh BTAAHYT B IPECTYIJICHHE

MoleHHHKH 4acTo HCHOIB3VHOT [OBEPUMBLIX JHOJIH, J0del B CI0KHOM
q][[HﬂHCOBBM MmoJIOAKEHHH B poau Aponos - MocpeIHHKOB
JTOYMBINLJICHHUKOB UIA NCpeB01a H O0OHAJTHIHBAHHS MOXHIINCHHBIX J¢HEr.

YeM 3aHHMAKTCH Jponnepel:

— IOJYYAKT HA CBOM KapThl JECHBI'M M IEPEeJaldT WX Jajlblie 10 LENoYKe
JAPYTHM JIHOISM — HAJTMYHBIMH HIIH [1EPEBOIOM!

— NPUHHMAKOT HAJIMYHBIE JIEHBI'H, BHOCAT UX HA CBOU CUETa JUIs [IOCIELYIOIEero
NepeBo/ia WK NepelarT APYTHM JIHJIAM;

— NPeJOCTABIAIT MOIIEHHHKAM B I0Jb30BAHHE CBOH KapThl HIM JOCTYI K
OHJIAH-DAHKY.

Huske — peanbHble CLEHAPUH, Y€M 3TO MOKET ODEPHYTBHCH H MOYEMY BaiKHO
OTKa3bIBATLCSA OT MOLOOHBIX IIPE/UIOKEHHH.

1. [Ilpocsba mnepeBecTH JIeHBI'H uepe3 Bam  C4éT HWIH  KApTy

Kak BeirasiauT:
e Sl no owmOKe nepepes BaM JIEHbI'H — BEPHHTE, MOMKATYHCTa»,
e «llomoru nepesecTy AeHBI'M — Y MeHs NPoOIeMBl ¢ DAHKOM»,
e «Ha Mol cuér Hellb3s NPHHUMATE [IEPEBO/IBl — MOMKELb [epeciiaTh
JeHBI'M Janbie?y
e «Thl ke He npoTHE HoiayuuTs Ha kapty 1000 P u nepekunyrte 900 P
MHE?»

Yto NPOUCXOHT HA caMoMm aeqe:
MoOIIEHHHKH MCHONL3YVIOT Balll CYeT KAK [POMEKYTOUHOE 3IBEHO JUId
OTMBIBAHMA YKPAJEHHBIX JeHer (HalpuMep, V [EHCHOHEPOB HIH KEPTB
(pvmmHra). 910  HaszeiBaerca  "oDHanMuMBaHMEe — depe3  apomnnepa'.

Yem rpozur:
e Bhl MOMXKETE CTaTh COYYHACTHHEKOM XHILICHHUA CPCACTB.
e Bac BbI30OBYT Ha Jonpoc, 3ablOKHPYHT KapTy, MOrYyT BPEMEHHO
3aMOPO3HUTE CUETA.
e Jlaxe ecind Bbl «HE 3HAIW», [0 3aKOHY 3T0 He ocBolOklaer oT
OTBETCTBEHHOCTH — C}«’,ﬂ OLEHHBACT OOJIHEH JIH 6h1J1 YEIOBEK IIOHHUMATD,
qTO ydacTByer B [OJ03PHTENBLHOH CXeme.

2. ¥aanéunas padbora «c nepesojaMu» HIH «(PHHAHCOBBIM MOMOLIHHKOM»

Kak BBITISAHT:
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e «llpocroil noxon — npHHHMAN NEPeBOJBl U OTHIpaBIAH Jaiblie,
BCE JIEranbHO»

e «Tbl kKak OyATO Kypbep: JAeHbIH MPHILIH — Thl IEPeCiai)

e «Tbl He yuacTByellb B 0OOMaHe, POCTO MOIYYAelb IPOLIEHTY.
Ha aeJie:
D10 KJAcCHYecKas CcXeMma OTMbIBaHMA JeHer. Bac uMenone3ylor  kak
()MHAHCOBOT'O IMOCPEIHHKA, YEpPe3 KOTOPOro NPOXoAMT ykpaiaeHHoe. Muorma
TAKHX JIKJEH HAHUMAKT Ul [EPEeBOJa CPEeACTB MEKY KPHITOKOLIEIbKAMU,
KapraMu HITH B 3apy0exHble DaHKH.

YeMm rpozut:
e VYronoeHoe mnpecienoBaHue, OCODEHHO ecld MOLIEHHMKH ODMaHyIIH
JECATKH JTHJICH.
e KoH(pucKauus cpeiacTs, OJIOKHPOBKA CYETOB.
e 3anuck B Daze PochuHMOHHTOPHHTA (YTO 3aKPBIBAET AOCTYI K DaHKaM,
KpeIuTam, MHOI' A — padote).

3. 3aBenenue KapThl Ha Balle HMHA MO0 I'I]](}El:.ﬁe CIHAKOMBIX»

Kak BIrasiInT:

e «lloMoru — MHe He Jar0T OTKPBITh KAPTY, 4 MHE O4YEHb HAJ10»,

e «Odopmu Kapry/kowenék — s Oy1y noib30BaThCs, Tede HUUETO JC/IATh

HE HYIKHO».

Yro NPOMCXO/AUT:
Bl oTKpbIBaeTe OAHKOBCKUIT NPOJAYKT, 8 UM [10JIb3YHTCH 3JI0YMBILLICHHHKH —
i uiiHra, odOMaHa, BRIBOJA KPUNTOBAIOTHL. JIoKyMeHThI o(hopMISHBI Ha
BacC — JHAYMT, BBI OTBEYaeTE.

YeMm rpozut:
e Bl Moiere OKazaThCs BaJelblEM cueTa, ¢ KOTOporo oOMaHbIBaIM
JAPYTUX JIHOJIEH.
e [Ipotus Bac MOryT BO3OYIMTE JE/0 3a OCOOHHYECTBO, OCOOEHHO €C/IH
CYMMBI KPYIIHBIE.
L j_la}ﬁe €ClIH - KapTa Oblla «rnojapeHa» — OTBETCTBEHHOCTH HEeCET
BIIAEIIEL.

4. Perucrpaunusi HA NOJ03PHTENBLHBIX CaliTax / B NPHIOKEHHSIX
Kaxk Beirisyaut:
e «3aperucrpupyiica U noJyuHib DOHYCH,

e «llomoru npoiitn BepuQukauuio yepes ['ocyciyruy,
e «Beenw cBoM jaHHele —  3TO  HYKHO  Juis paloTelTw.
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Ha aene:
Yepes paury perucTpaiiio MOMIEHHHKH TOIYYalT JOCTYI K JIeralTu30BaHHOMY
AKKAYHTY HA CBOE MM — €0 HCIONL3YIOT JUis 00MaHa APYTHX JI0eH, B3ATH
MHKPO3aiiMOB, heiliKoBBIX WHBECTHLHH " T. 1.

Yem rpozur:
e VYrTeuka BalIMX JaHHBIX, IPOOJIEMEI C KPEAHTHOH HCTOPHEH.
e Bo03MOXKHO YrOJIOBHOE WIH AIMHHHCTPATHBHOE Pa3dHpaTeNbCTBO, €CIIH
HAa  Bamy JUYHOCTh ohopMIIeHBI MNPECTYIHLIE  JIeHCTBHA.

Kak 3aluTHTH cedsn

e Hukorna He mnpuHHMaiitTe uykHe nepesoasl 0Oe3 oduumansHOrO
MOATBEPHICHHA LIEITH.

e He orkpeiBaiiTe KapThl WM KOWIE/IBKH HA TPETBHX JIHML, JAKE €CIH 3TO
WIPY3ban,

e He nepepagaiite jgoctyn K cBoMM  akkayHtaMm (ocyciyrs, 0aHk,
KPHITTOKOILIENEK).

e ComHeBaeTech — KOHCYIBTHPYITECH C OPHCTOM HIIH DAHKOM.

Baxno 3HATH:
[ToMumMo OIOKHPOBKH CYETOB H YIOJIOBHOI OTBETCTBEHHOCTH, JPOIIEPE
CTAIIKHBAKYTCH C pH,U,UM ,'J,p}fl‘MK Cﬁpbt‘.’ithX HDC:]B.U,C'I‘BHHZ

e oHM nonanarrT B 0azy Jjanueix  banka PoccuM  Kak  yuacTHHKM
MOIIEHHHUYECKUX onepalui;

e (OaHku Brpase 3a0/I0KHPOBATh UM KapThl H OTKJIKOYHTE JOCTYI K OHJIAMH-
Oanky (oDszarenbHO, e€ciM HH(pOpPMALHA O JpoIepe MNOCTYNHIA OT
MOJIHIHH);

® He cMmoryr nepeojuTh cebe wnd japyrum dosswe 100000 pydnei s
Mecs1l yepes KapTsl " OHIaiH-0aHK;

e B coorBeTcTBHH ¢ DexepanbuemM 3akonoMm ot 24.06.2025 Ne176-D3, ¢ 5
urosiss 2025 roja BBejeHa YIOJIOBHAS OTBETCTBEHHOCTH 34 Y4acTHE B
noao0HBIX  cXemax — nonpaBgn B crateo 187 YK PdD
NpeyCMaTPHBAKOT JIHILIEHHE CBOOO/IBI HA CPOK OT 3 JIeT.
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Jae eClIH BbI «He IHAJIH», M0 JAKOHY 3TO He OCBOOOKIACT OT
OTBCTCTBCHHOCTH — CVI OLICHHBACT JOJIARCH JIH OBbLI YeI0BEK MNOHHMATh,
UT0o y4acTBYCT B ﬂO,E[ﬂI]]HTE.J'IhHﬂH cxemMe.

9, CtaTHCTHKA

Oo0wmepoccuiickasi CTATHCTHKA

2024 roji:

e KubepmolneHHHYecTBO — ObICTpOpacTymil Bua npecryndoctu. B 2024
rogy poccHsHe M0 JAHHBIM DAHKOBCKOH OTYeTHOCTH [moTepany oT
aeiicTBHI MOIIeHHUKOB 27,5 mipa pyOnei, uro na 74% Oonelie, yem B
2023 roay (15,8 mapna). 3a 1 k8. 2025 roga — 6,9 mupy pydoeii.

e Jlna macwradHOCTH 1podaeMbl MOMHO HCIIONB30BaThL JaHHble MBI
Poccuu, o3ByueHHble B nyOuMuHoM npocrpadctee: B 2024 roay yiuepd
oT JelicTeuili kKuOepMollleHHHKOB Bhipoc Ha 36% M coctasuin 200 muipa
pyoneii.

OcHoBHBIE KaHAALI XHIenui 2024 roa:
e ModuabHbIE NPHIOKEHH S DaHKOB:

Ykpaneno — 9.6 MIIpJ pvonei
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Bosmemeno — 1.3 MIIPIL

L] C'l]l.ll'la.]]b['laﬂ HHAEHEPHA:
BpenonocHsle cebliki, SMS-duimHr.

Llentpobank wnanmpapun wuudpopmanuio o 1 335 ¢umwunroeeix Hurepuer-
pecypeax ¢ Lelbio UX nocieyrouieil O10KHPOBKY.

Ha ocnoBanuu ceenenuit banka Poccum Obul orpanuueH poctyn k 44 713
UHTEPHET-pecypeam.

e Tenedonuoe MOLICHHHICCTRO:
3adukcuporano 1.5 mun nonerrok odmana (poct +17% k 2023 roxy)
Cpeanuit  ymepd — 57 000 pydaeii Ha  ueg0BeKa

37% nocTpajaBmIMX — JKOIM cTapuie 55 jaer

3a I keapran 2025 roaa:
e [lorepH OT HECAHKUMOHHPOBAHHBIX onepauuidi — 6,9 mapa pyoaei
(296,06 TBIC. CIIydaes)

e bauku 3abnokupoBand 43,8 MAH NOA03PHTENBHBLIX TPAH3AKIUIM

e biaroaaps 3ToMy yAallochk NPEJAOTBPATHTE XHIIEHHA HA cymMy 4,6 TpJIH
pyoueii

Ceviaka Ha uccaedosanue om LB Poccuu

Hunce dannvte excezoonozo onpoca banka Poccuu 3a 2024 z00. Cevlika
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Kak MOWeHHUKX NbiTanucb NOAYYMTb AOCTYN K A€eHbraMm*

TenedoHHoe 1 CMC-MOWEHHWYECTBO A0 CUX Nop NpeobnafaeT, XOTA 3a rof Aons 3Toro Kadana
ofMaHa cokpaTMnack (Ha 8,4 n.n.). Bnepekle B NATEPKE NONYNAPHBIX Y KMGEDMOWEHHWKOB
NPHUEMOE — NONY4eHWE OOCTYNa K aKkKayHTaM miofed Ha Mocycnyrax.

TenedonHbiA 3BOHOK MK CMC-Co0BLLEHWE 4 5 6%
?
Atana uepes MecceHOeps 1 5 7%
]
CoofueHRA B COUMENbHBLIX CETAX 1 0 3".-_».
]

MUCEMa Ha ANEKTPOHHYID NOMTY

MlonyyeHue MoWeHHHKAMHA
ASETYNA K akkayHTy Ha Mocycnyrax

Ha ocTanbHbie KaHane MoWweHHWYecTEa (PUWKMHIOBEIE pEcypChl, NoanensHse QR-Koak
W NpoYMeE) Nprwnock 13, 7%.

= YYWTHIBANWCE OTBETE! HE TONLED NCCTRA0ABWAX, HD H KOHTARTHROBABWAE © MOWSHHMKaMA.
Kakue neicTBua coBepluanu nocTpagasluue nop BNMSHUEM
MOLWEHHWKOB

MNpowsowen pocT yucna mogen (+3,2 n.n.), KoTopLIe CoOBEPWMNM KaKkoe-Nubo geRcTeMe
NoA BAMAHWEM MOLLEHHMKOR,

Rlepexanr no cemne, D 18,9*
HOTORYID NPHEHINAINT SN0YMBILMEHHAKA
Cepeccmr nevery —_— E
ANCYMBILTEHHAKAM 15,6
Cooouanr Ko ——— 2"
w3 CMC-cooBwenni ot Focyenyr '
CooBWanT Koak W3 CMC-coobueHni _ 10.8%
WM NYW-YESACMABHHN OT BaHKa '
BooaaT naHHbe - 76%
GaHKOBCKON KAPTLI Ha canTe "
YCTaAHABNHEAIOT
BREOOHOCHDE N PEROHKEHAS - &Tx
CooBwaioT 3
MACTIOPTHEIE A3 HHEIR - 6,6
Emogar NHYHLE QaHHLIE HA CAATe
(RaHHEE nacnopTa, CHHNG W np.) D 6,2*
CooBIanT naHkHbe X
GaHHOBCHOH KAPTLI - 5
HaBn pamnT KOMENH AL

pa “ — 38

uuhp HA TenedoHe
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CKONbKO geHer TepanT

PacTeT AoNA XWUWEHWA cyMM cBeWe 20 Teic. pybnei.

641% 553"
2023 2024
—
—
—
— 17,.9* 20,3*
— — 9,9% 13,0*
— — — 3,3‘ 5,9"" ‘,3% 5,5""’I
— — — —
o 20 mec. pyGnei oT 20 Tec, ot 100 e, o1 500 Tmc. Gonee 1 MmnH pybned
Ao 100 e, pyGned Ao 500 Thic, pyBnei Ao 1 mam pyBneR

B 2024 rogy pecnoroeHTaM BNepesie Guino NPEQNOMEHD YTOYHWTE, OBINK MW NOXWILEHHBIE OEHEMA
cOBCTEEHHBIMM MNK KPEQMTHBIMK,

71,2% 15,4" - 13,4*

COBCTREHHLIE KPEAUTHbIE coBcTREHHbIE
MEHBIA MEHBIA M HREAWTHmE
BEHbLIA
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Kyna o6pauwalorca noctpagaswme*

COKpaTUNOCE KONMYeCTEO MPaMaaH, KOTOPLIS B peaynsTaTte odMaHa HMKyaa He ofpallanivce
LNA 3alKThl CBOWX NPas. Cpenn HWX B OCHOBHOM NOCTpafaBlUWe, CymMma 'yru.l,epﬁa KOTOPBIX MEHES
20 Teic. pyBnen.

B cEoi GaHK m B BaHk Poccii m
3,9*

02 - QD sz o @ :
2023 - (D 341 2023 + @ 7.2
B nonnumie m K $MHaHCOBOMY YNONHOMOYEHHOMY m
2024 - (D 30,0% 2024+ 1.2
2023 - (D 277 2023+ @) 2,0°

Huryaa He obpawarTca m B PocnoTtpebnapaop m

18,3% 2024 + [ 1,2*
27.3*% 2023+ [ 17+

2024 -

2023 »

* Mpannaranca MHOEEC TEEHHRA BRGop OTEETOR.

Crarucruka B TroMenckoi obacT

2024 roa:

o [lo nanHeiM npokyparypsel, B 2024 roay uucno kubeprpectyruieHuii B
pervoHe Beipocno Ha 11% — ¢ 9 540 no 10 625 cayuaes.

e [loyrn mosoBHHA Bcex mnpecTymiaeHuii B olmacth — 910
KHDEPMOIIIEHHHYECTBO (44,4% or obuiero qHCTA).

e Vmepd or takux npecryiuieHHil cocrasun donee 1,4 mapa pydaeii.

e PackpbiBaemocTh HH3Kas: Bcero 23,9% [gen yaanock packpsiTh.
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3a I keapran 2025 roaa:

e 3a 3 mecaua 2025 roga poer kudepnpecrynuocTu cocrasua 17,6% (c

2,6 go 3 teic.), U3 HUX Ha 21,7% BO3pocno uucno xumenui (¢ 1,6 1o
1,9).

e PackpeiBaemocts IT-npectynnocTn cocrapuna — 22% (32.7%), U3 HHX
xumennii — 11,3% (10,2%).

Hannvre VMBI om wons 2025

3a 6 wmecsues 2025 roma wHa reppuropud  Tromenckoii  obnacrtu
3aPErMCTPHPOBAHO  CBBIIE 6 ThIC. MPECTYNIGHHH, W3 HUX [0 IJIHHHH
MOLIEHHHYECTBA H Kpam, C HCIONb30BAHHEM TEIEKOMMYHHKALMOHHBIX
TexHonoruid 3 875 npecrymenuil, yro Ha 631 npecrymienue Oonblie, yeMm 3a
AHAJTOIMYHBI [EpHOA npouuloro roja. Yumepd NpHYHHEHHBIH KHUTEIAM
Haulero peruoxHa cocrasui ceeime 1 600 000 000 pydaneii, no uroram 2024 rona
2 500 000 000 pydneii.

Hannwie npoxypamyper om wions 2025:

3a nepeble IIECTb MECHLEB TEKYIIEro roda KOIHYECTBO [pecTyIIeHu,
COBEPIIEHHLIX ¢ HCIOJIL30BAHHEM HH(POPMALMOHHO-KOMMYHHKALIHOHHBIX
TeXHOJIOr i, Beipocio Ha 24,5% — ¢ 4,9 1o 6,1 Teicaun cinyuaes. Mx jons B
oOweill cTpykType npecrynHoctd cocraeuna 46,5% (B npouuioM roay —
42%). OnHako packpeiBAEMOCTh TAKUX [PECTYIUIEHHH OCTAETCH HH3KOH —
pacKpbiTOo MeHee TpeTH, Beero 19,8% (panee — 29,3%).

OCHOBHYH) 4acTh MPECTYIUIEHHH COCTABISAIOT XHIMeHHs (1o crarbsim 158—
159.6 VK P®). MUx konuuecreo Beipocio Ha 19.4% — ¢ 3,2 no 3,9 Teicauu
ciyyaes. 1o 63% or Bcex saperucTpHpoBaHHbIX npectyiuiendi. [lpun stom
packpelBaeMoCTh XullleHuil emé ke — Beero 8,4% (B npouuiom roay —
11,9%).

Obmuii yuepd ot paccielyeMbix npecryruieHdid cocrasun 1 mapa 235 mun
pyoueii (B POLLIOM rojy — 8925 MJIH).

H3 3100 cyMMBI:

e JloOposonbHO BO3MelieHO — 14,3 mutH py®. (B npouwioM roay — 2,9
MJIH);

e Uepes cyibl (rpaxaHckue U apOHTPakKHbIE) B3bICKAHO — 9,6 MJIH pyid.;

e l3bsT0 UMyLECTBa, JeHer H LeHHoCcTel — Ha cymmy 23,3 murH pyoO. (B
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npouutoM rofay — 2,8 MJH).

Hannste om Hpoxypamyper TO, aszyem 20235:

3a 7 mecsaue 2025 roga saperucrpuposaHo 6,8 ThIC. NpecTyIUICHHIE — Ha
17.9% Oonblue, 4eM roJoM paHee.

Pe3yabTaThl COLMOIOMHYECKOT0 HCC1EJOBAHNSA HA TEPPHTOPHH
Tromenckoii odanacTu (aBryer, 2025)

e KoanuecTBo pecnonieHToB: 553 yenopeka.

IMon: mysxunHbl — 44%, KeHIUHLL — 56%.

e Bospacr: 18-24 (9%), 25-34 (16%), 35—44 (23%), 45-54 (16%), 5564
(16%), 65+ (20%).

e [eorpagun: r. Tromens — 55%, r. Tobonsck — 7%, npyrue HacenéHHbIE
NyHKTBI — 38%.

TOII-5 BHA0B MOIIEHHHYECTBA, ¢ KOTOPLIMH CTANKHBAJIHCH JKHTE/IN:

1. MackupoBka 1o/ npejicraBuTesieil npaBooXpaHHTEIbHBIX OPraHOB —
44%.

MackupoBka noJ onepaTopoB coToBoi cBa3H — 35%.

Mackuposka nox npejcrasureneii guHancoBeiX opranusanuii — 34%.
B3ioM NHUHBIX akkayHTOB — 29%.

MackupoBKka 1o Apy3eit/poAcTBeHHUKOB «B beae» — 18%.

L s el b

Toneko 50/1] ONpPOMIEHHBIX 3aABHIIH, YTO HHKOTAA HE CTAJIKHBAJIHCH C
'l'ﬂJlE[ljUHHbIM HIIA HHTEPHET-MOIINCHHHYCCTBOM.
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(OCHOBHBIE TE3IHCHI:

93% cTanKUBaIHCh ¢ MOIIEHHHYECTBOM (JIMYHO HIH Y OJIH3KHX).
33% JIMYHO BEPUIIH MOLIEHHUKAM.

34% pecrnoH1eHTOR MK UX DNH3KHE [IOHECIH MaTepHaIbHbIH yiepd.
71% mnbITanuch BEPHYTh MOXHIIEHHEBIE JIEHBIH (4alle odpaliainuch B
nonuiu — 58%/MBJI, 21% — B 0aHk).

90% CJIBILIAIM O «CaMO3aMpeTe» Ha KpeAnuThl (26%0 yiKe NOIKIFOUHITH,
23% roToBbl NOAKIWYHTE, 29% He rOTOBBI NOAK/IIYHTS).
72% 3HaroT o «ponnepcrse» (28% cabluar Bnepebie).

CaMOO0LeHKa HABBIKOE 3amMTel 4,06 u3 35,
52% NoNB3YHOTCS MPOrpaMMaMH H CEPBHCAMH JUIS 3AIIHTHI OT
MoleHHHuecTsa. 34% - HeT.

Mepel 1pe10cTOPOKHOCTH:
o 88% He nepearOT NAPOIIN/KOIbL
o 71% He XpaHAT 1aHHBIE KAPT.
o 71% He OTKpPBIBAKOT MOI03PUTEILHBIE CCBUIKH.

HUndopmMHpoBAHHOCT:

]

72% BUAEIN MATEPHAIILL O IPOTHBOJACHCTBHH MOILIEHHHYECTB
Yy

(61% B concersx, 54% no TB, 35% or bankos).

o 36% xorenu Obl noay4aTs Hob1Ie HHGOPMALHH.

HeTounuKkH, 0TKY/A dKHTEIH XOTAT NOJAYYATH HHpOpMALHIO 0
Knbephe3onacHocTH:

Meccenkepsl (Telegram, WhatsApp u 1p.) — 54%.

Counansheie cet (BKonrakre, OnHOoKIACCHHKH M ap.) — 45%.
Tenesunenue — 42%.

ITouckossie cuctemsl (Anaexc, Google u ap.) — 39%.

Caiitel CMH 1 HOBOCTHBIE TIOpTAIBI — 38%0.

Hudopmanus ot GaHka (B NPUIOKEHHH, VBEIOMIIEHHs, Ha calite) — 33%.

Kawuesbie TeMbl, KOTOPbIe HHTepeCcyYIOT uTe el Tiomenckoi odaacTu:

1.
2.

bl il

Kak pacrnoznarts 380HKH ¥ co00LIeHHsT MOILIEHHUKOB — 53%,.

Kak pacnosnars (pefikoBbie calTbl, NPHUIOKEHUS, THCEMA M CCHUIKH —
53%.

Kak oDezonacuTs moKHILIX POACTBEHHHUKOB 1 aeteil — 49%.

Kak 3ainTuTh nepcoHalbHbIe JaHHBIE OT yTeuek H kpaxu — 48%.

Kak HacTpouTh Tene(oH 1 KOMIBKOTEp JUIA 3amThl — 42%.
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6. Kymna oGpamartscs, ecii crai skepTBoil MolieHHHYecTBa — 42%.
7. Kak npoeeputh, He 0hOPMIIEHBI JIH KPeIUThl Ha CBOE uMsi — 37%.
8. ['ze Haiitu peanbHble IPUMEPE MOIIEHHHYECKHX cXeM — 35%.

9. Kak 3ammuTuTh akkayHThl 0T B3lloMa — 31%.

10. Kak BecTH nepeproBopsbl ¢ MomeHHHKaMHu — 20%.

10. Texnomoruvueckas 3alNUTA 0T MOLMICHHHYECTBA

TexHuuyecKHUe HHCTPYMEHTBI 3allUThl — 3TO nepblil pydex 000poHLL, KOTOPLI
MOMOTraeT CHHU3HTh PHCK CTaTh #epTBOil kubepmolueHHHKOB. B 31oM paszgene
coOpaHbl ~ NPaKTHYeCKHE  peKOMeHJalUH 1o  3amMre  cmaprdona,
MECCEeHIAEPOB H MNEPCOHANBHOI0 KOMNbHTEPA — CaMbIX YA3BHMBIX
KaHAIIOB, Yepe3 KOTOPLIE COBEPIIAIOTCH aTaKH.

10.1. TexHoaoruveckas 3amura cMaprdona

CmaprdoH — riaBHBI MHCTPYMEHT COBPEMEHHOIO YE/IOBEKA, HO M OJUH U3
CaAMBIX YaCThIX KAHAJIOB aTaKH.

PexomMenaauun no saumure:
® YCTAHOBWUTH llpHJlOHﬁBHHE-GJlOKHpOB]ﬂ.HI{ CIlaM-3BOHKOB HIIH
ornpeienirels HoMmepa (NMpHMepbl AocTYNHBL B llpuaokenun 1),
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e Hcnonezosare OHOMETPHUYECKYI0 3ALIMTY, PIN-ko0b1 H
aByxhakTopHyio ayTeHTU(PUKALIHID.

¢ He YCTAHABJIHBATL NPHJI0MEHHA H3 HENPOBEPEHHBIX HCTOYHHKOB.

® OTKIHYUTE aBTOMATHUECKYH YeTaHOBKY APK-(daiinoe.
e PeryiasipHo OOHOBIATL  ONEPALMOHHYK) CHCTEMY M I[IPHIIOMKEHHS.

e He nepenasare SIM-kaprty, TenedoH WIIH J0CTYI K HUM TPETBHM JTHLIAM.

10.2. TexHoa0rH4ecKas 3alUTA MECCEH/IKEPORB

]'1'1'06]:1 FAHTHUTRCH oT MOLIEHHHYECKHX 3BOHKOB B IlOll}"JlHPthX
ME CC'EHJJ,}KEFEIK, MOMHO OlpﬂHH‘-lH'I‘b BXOOSAUIIME BBI30OBBEI ¢ HCEH3BCCTHEIX
HOMEPOB.

PexoMeHIALMH 110 3AUIHTE MECCEeHIKEPOB:
e BrI04YHTE ABYXITANHYH ABTOPH3ALHID.

e He nepexoJuTs 10 CCBIJIKAM OT HE3HAKOMLIEB, [JaKe €C/IH OHH IPHXOAT
«OT Jpy3ei».

e [lpoepsTh, He OBUIO JIH AYOJAHKATA (KIIOHA) AKKAYHTA.
e He oTnpapisiTh CKPHHILOTHI C JIHYHBIMH JaHHBIMH.
e OrpaHuuuTh 10CTYN K (pOTO, CTATYCY, HOMEPY TesaeoHa U1

HE3HAKOMBIX ITOJIB30BATENCH,

Hodpobnaa uncmpyKyua yCmanosku 010KUPOSKU HENCEIAMETbHBIX 360HKOE
oas Telegram u WhatsApp docmynna ¢ lpuioscenuu 2.

10.3. TexHooruvueckas 3aliHTa NEPCOHAIBHOI0 KOMIILIOTEPA

MUIIHHIOBLIE CcaiThl, NOAJENbBHBIE NHCbMA, BperoHocHoe [10 — wacteie
YIPO3kI JLs noJe30BaTeNei [1K.

PexkoMeHIALIMA 10 3ALIHTE KOMIBIOTCPA:
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YCTaHOBHUTE H peryispHo 0OHOBIATE AHTHBHUPYC.

Henone3oBare HajemHble Opay3epbl ¢ BKIYCHHBIMH  (DVHKLIHSAMU
3ALIHUTHL oT (pummHra.

[TpoeepsiTe agpec caiita nepea BBOJAOM JIOIHHOB/Mapoieil (ocodeHHO
DAHKOBCKHX).

XpaHuThe HAPOIIM B MeHeLxepax mapoJeii, a He B O/IOKHOTE HIH
Opaysepe.

Yeranosute paciiupends s 3amwutel (Hanpumep, Web of Trust umm
AdGuard).

11. Kak 3amuTuTh cedsi: NPAaKTHYECKHE COBEThI

Obdumme Mnpasn/Jaa 0e30nacHOCTH:

[§]

Ilorosopure ¢ wieHAMH CeMBH — OCODEHHO C NMOKHILIMH H JeTBMH.
OOcyauTe, Kak JAcHCTBOBATL B CIIy4ae MOJO3PHTENBHBIX 3BOHKOB HIIH
coobIeHHii. PacckalsiBaliTe  OAMIKHM 0  THOHYHBIX  CXeMax
MomenHu4ecTBa. CxXeMbl 00MaHA MOCTOAHHO MCHAIOTCH, TOABIAIOTCA BCE
HOBLIC M H3OLIPEHHEIC METOILL, MOITOMY BaKHO PeryispHo o0HOBIATh
3HAHHA H JEJTHThCH HMH C OKPYKAIOLIHMH.

Veranosure KOJOBOE CHNOBO B CEMBE, KOTOPOC MOMHO HCIONL30BATE A8
MOATBCPIKACHHA, 4YTO HCIOBCK OCHCTBUTENLHO CBOH. DTO MOMOMKET ELICTPD
pacno3nartk MOIMICHHHEOQB.

byabTe BHHMAaTeILHBLI MPH 3BOHKAX H cO0DIIEHHAX — BCErila nposepsiite,
KTO M 3a4eM BaM 3BOHHT, 0coOCHHO cclH HOMep HeHisecTeH. B mobGoii
HEMOHATHOH CUTyalHH KIaauTe TpyOKy H rosopute: «5 nepessonior, a 3aTem
CBAJKHTECH C OpraHusauueii mo odHuHansHOMY HOMepy Tenaedona, 4ToOBI
YTOYHHTE, ACHCTBUTEALHO JIH BAM 3BOHHIIH, HANpHMEp, H3 DaHKa MIH Ipyroi
conyxOel.  Hukxornma me nepessaHuBaiiTe o HoMepy, KOTOpPBIH — Bam
NPOAHKTOBATH B coolImeHHn HIH 1o Tenedony.

He pasrnamaiite auunble JaHHBIE — HUKOTJa HE cooDaite HOMep
nacrnopra, DAHKOBCKHE JaHHble, KoABl M3 SMS, nmaponu no tenedony wnn B
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HHTCPHETE.

5. ¥Veranosure TEXHHYECKYID 3ALIHTY.
[TocTaBeTe OMpeaciuTenL HOMEPA, ﬁJ‘[DKI‘]pDBlLU‘]K cnama, aHTHBHPYC. 10
MOMOKCT OTCCATE MOOOIPHTCIBEHEBIC 3BOHKH H CAHTEI CIIE A0 KOHTAKTA C BAMH.

6. He ToponmTecs NpUHHMATL pPelIeHHS — MOIICHHHKH 4acTO CO3Jal0T
OUIYIICHWE CPOYHOCTH, uTOOBI 3aCTaBUTL Bac JICHCTBOBATL  OBICTPO.
OcTanoBHTECE M NOAyMaiiTe, NpoBepeTe HHPOPMALHIO B OQHUHAILHOM
HCTOMHHKE HJIH 00pPATHTECH 33 NMOMOWILI0 K OJH3KHM POJACTBEHHHKAM.

Uto meaat by €CJIH OTBETHJIH HA 3BOHOK MOILICHHHKA:

¢ He noaaapaiiTech HA NPOBOKALIMH — He 0DCYKIATE IHYHBIE JAHHLIE,
He llﬁ,u’l'BBp}I{,uﬂii'If onepanHiH H HE [IEPEBOJIHTE JIEeHBI'H.

e CoxpansiiTe cnokoiicTBHe — eclld 3BOHSLIMI HACTOHUMB, NPOCTO
OTKIHYHTE TPyOKY.

e 3Sanmuure HoMep TededOoHA M ETAIH PA3rOBOPA — €CIIH BO3MONKHO,
YTOOE] o3ke COODLIHTE B MOIHLHIO HITH DaHK.

e CoobmuTe 0 3BOHKe B 0aHK H NpABOOXPAHHTE/IbHBIE OPraHbl —
npeayrpejaure Hx, yToOBl OHH MOIJTIH IOMO4YbL H MpeJ0oTBPATHTE

,.'J,ﬁthHCﬁLLIHB MOIIEHHHYECTBA.
e [IpoBepbTe cocTOMIHHE CBOMX CUETOB H KapT — y0eaHTeCh, YTO HET
MOI03PUTENBHBIX Onepaluil, npu HeodXOAUMOCTH 3a0IIOKHPYIiTe KapThl.

Kaxk pacnoznars odMaH:

e Heoxuaanusle 3BOHKH H coolDuieHHss — ocodeHHO ¢ npockdaMH
nepeBecTH NEHBIH HIIH COOOILIHTE KOJI W3 CMC.

e CpovHOCTH H JABJICHHE — MOLICHHHKH YACTO FOBOPSAT, Y4TO BpeMs Ha
Pa3MBILILIEHHS HET H HY/KHO JICHCTBOBATE OBICTpO.

L] ﬂpﬂ,[[.]]ﬂﬂtﬂ]-]l{ﬂ HEBEPOITHO BBLINOAHBIX CACNOK HJIH BB[II]‘]]B[[[IEI“I —
€C/H YTO-TO 3BYUMT CIMIIKOM XOpowo, 4ytodsl ObITh Npagjioil, ckopee
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BCETO 3TO o0MaH.

¢ Omwudkn B peud H NHCbME — MOLICHHHKH YacTO HCIONb3VIOT
HEO(PUUMANLHBIH CTH/Ib, MHOIO OWMWOOK HIH HenpodecCHOHAIBHYH
NIEKCHKY.

e [logmena HOMEPOB H MACKHPOBKA — 3BOHOK MOMKET I[MPHUXOIHTL C
HOMEPOB, NOXOMKHX Ha GEIJHL[HH.I']I:HB]B, HO ¢ HeDONBIIMMH OTIHYHAMUM.

Mogeau noseaeHus MpH 3BOHKAX MOITEHHHKOB:

Mopeas nogenenns 1: [lpekpaTurs pasrogop

1. Yro npoucxoaur?

o  Momennuk gagut yrpozamu: «Bel obs3ank1. . », «Ecnn Gpocute tpydky —
OTBETCTECHHOCTEY H Jp.

® OH NBITACTCA YICPHATE BAC HA IHHHH, qTOORI NpOJOIIAHTE o0MaH.

2. Kak aeiicTeoparh?
¢ [lpexpamaiite pazrogop Npu NePBLIX MOA03PEHHAN, CKAKHTE:
— «H3BHHNUTE, A HE MOTY NPOJOTAATE PAITOBOPY
— ¥ nomaeH(Ha) NOCOBETORATELCA ¢ DAHIKHMID?
Ecii Bac npocAT 0cTaThesd HA THHHH — CHOKOITHO NOBTOpHTE:
— «f1 npexpaimaK pasroBop»

e [lonosure TpydKy.

3. He eepbTe Yrpozam
o  MomeHHHK MOGKET NPEICTABHTRCA COTPYIHHKOM MOMHUHK, DaHKA HIH
CHefcTBEHHOIO KOMHTETA — 3TO JI0%KE.

®  3aKOH He NPEIyCMATPHEAET OTBETCTECHHOCTH 34 NPEKPAILEHHE PA3TOROPA ©
MOILIEHHHKOM.
4. Ecam maaeso pe3ko GpocHTs TPYHKY, TO HCNOJb3YHTE BEKIHBLIE (paibl:
— «lzBHHHTE, MHe Heya00HOo cefivac pairoBapHBATEY

— «Hl MEPCIBOHRIY TTOEHE

5. 3amuTHTE CRBOM JIHYHLIE TPAHHIIEI
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o [lomuure: TeneoH — Kak IBEpPh B BALI JOM.

e He BF[yCKarITE NMOCTOPOHHHX B MHYHOE TIPOCTPAHCTRO, NAME €CIIH KaxmeTCd

HEBERKIHEEIM DPOCHTE TPYOKY.

Mojaens nopeaerus 2: Oreiaeubes H COXPAHHTDb CHOKOHCTBHE

1. Yro nposcxoaur
o  MoweHHHKH cTPeMATCA BRIZBATE ¥ BAC CTPAX W MAHMKY, 9TOOR! BBl HE MOTITH
PALHOHATBHO MBICTHTE.
®  YacTo HCMONEIYIOT MHOTO MPHKAZ0E H TPedOBAHMI B MOBEIHTEIEHOM

HAaKITOHCHHH.

2. Kak aeiicTeoraTs?

¢ He nopgaeaiiTech NaHHKE
Cpaenaiite 3 rmy0oKHX B0XA H MEJITIEHHEIX BRLIOXA.
Hanomuute cede: «f B Ge300acHOCTH, A KOHTPOIHPYH CHTYALIHI.

o  (OTBIeKHTeCH HA MTO-TO PHIHUECKOE:
[ToHoxaiiTe UBeTOK HWIH M000H NPUATHELL 3amax.
[TocMOTpHTE B OKHO HIH HA CMIOKOHHBIH NpeaMer.
Brineiite poal.

s  Cramure:
— «llonomanTe, A ceiiuac BEPHYCEL K BaM»
— «hHe HYHHO MOJIYMATbY

— sl NEPCIBOHKD BaM ITOZHEH

3. Ecan japjieHne NpogoaeTcs

o [lepeiigure k Mmogenu | ¥ 3aBepIUHTE PAITOBOP.
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12. 3akoHoAaTE/ALHBIE MEPBI 110 D0pLE ¢ MOLLIEHHHYECTBOM

Kakue 3aK0HBI 3AlHINAKT FPakIaH:

B Poccun rpaxkian 3alllHIAIOT HECKO/IBKO KIIHOYEBBIX 3aKOHOB, HAIPABIICHHBIX
Ha 00pb0Y € MOLIEHHHYECTBOM M 3alIMTY npas norpedurencii. Budwm 3axonos
u ux nodpoonoe onucanue onucanwt ¢ Llpuioyncenuu 4.

Hognie mepnr (2024-2025):

® baHku 00sA3aHkl «OXJIAKIATEY OI03PHTENLHBIE ONEPAallHH HA CPOK 2 JIHA
u yeegomuste 00 rom kinuenra. C wrwons 2024 roga BBeJEHO HOBOE
NpaguIo [1s DaHKOB: OHH 00s3aHbl IPHOCTAHABIIMBATE 110103PHUTEBHBIE
HNEPEBO/LI HA CPOK J0 2 JHell, eclid 1oliydarellb BHECEH B «4EpHBI
cruncok» llentpaneroro Danka. Ecnu 0ank HapylwT 310 NpaBUio U He
OCTAHOBHT IOJ03PHTEILHLIH NepeBoja, oH 00A3aH BO3MECTHTEL KIHEHTY
NPHYHHEHHBII yuepd B TEUEHHE 30 JIHEH.

e 3anper Ha uHocrpaHHele Meccenmxepbl. C | wmrons 2025 r. uacts
opraHusauuii  Ooiblie He  MOIYT  HCIOIb30BaTh  HHOCTPAHHbIE
MeCcCeH IKepbl Ul city:keOHbIX neneil. OrpaHHYeHHe pacnpocTpaHieTcs
Ha TOCOpPraHel, KOMIAHHH ¢ rocydacTdHem, OaHKH, MapKeTIUIeHchbl H
coucetd ¢ ayauropueil ot 100 Teicay nons3oeareneil. B nocnennue roasl
IpazK1aHaM NOCTYHNAIN MOIIEHHHYECKHE 3BOHKH H cOOOLIEHHs OT JiHua
«HAJIOroBUKOBY, «Mmaiiopos ®Chb» W «wieliteHanToB nomuuuu». Yacro
TAKHE «JIOJIKHOCTHBIE JTHIA» 3BOHAT W nuinyT B WhatsApp unun Telegram
— TaK CII0HEee OTC/IeAHTh HX H NPoOHTL HOMepa Tene(oHOoB.

e 3anepxka SMS-k010B 10 3aBepiueHus 380HK0B. Kpome Toro, ¢ | uoHa
2025 r. Hayan AeHcTBOBATE HOBBIA CIIOCOD 3alMTEl OT MOLIEHHMKOB -
CMC-Koabl TOJBKO I[I0CJHE 3aBeplleHHs 3BOHKA. Onepatopsl CBA3H
00s3aHbl 3aaepauBaThe ornpaeky CMC ¢ kogamMu HOATBEPHICHHA 10
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OKOHYAaHWS TeNne(OHHOro pasroBopa. ITO 3aTPYIHHT CXEMBI, KOI/a
3I0YMBILIIEHHUKH OJJHOBPEMEHHO 3BOHAT M NBITAKOTCS MMOJYYHTE JOCTYII
K DAHKOBCKHM OIIEPALIHSM.

Orpanuuennss Ha nepegauy SIM-kapr He poxacreeHHukam. CorjacHo
BCTYNAKILIMM B CHIy  Ionpaskam, nepenasats  SIM-kaprel,
opopmileHHBIE HA (PU3IHYECKOE JIMLO, TEleph Pa3peliacTcs TOJIbKO
OnmsKaliuM pojcTBeHHHKAM. B MX 4HCIO BXOJSAT poauTelH, Oparthks H
CECTPbI, B TOM YHCIIE CBOJIHBIE, DaDYLIKH, JIeIVIIKHA, TeTH U BHYKH.

CHsTh caMo3anper Ha KpeAuThl craHeT cioxkHee. ['paxiane, paHee
YCTAHOBHBILIME camo3anper Ha odopMieHHe KPeIuToB, Teleps He
CMOI'YT CHATB ero npocto uepes ocycnyru. s ormensl noHagoduTes
YVCHJICHHas KBaNH(pHUHpOBaHHAS 3IeKTpoHHAA noanuck (YKIII). Dro
CJLEJIAHO ISl 3ALIUTEL OT MOLICHHUYECTRA.

OrpaHuyeHdst Ha BbIJa4y HajdWuHbIX ¢ OaHkomaroB. baHkH cmoryr
BPEMEHHO OTPAHWYHBATH BBLIAYY KPYIHBIX CYMM 4epe3 DaHKOMATBI,
eCIIH 3A003PAT, YTO KIHEeHT JeicTBYeT MoJ JaBieHHeM MOLIEHHHKOB.
Maxcumym — 50 000 pyOneii B cyTku Ha ABa IHA, a B Mecsl — He Dolee
100 000 pyOneit npu pHckax.

[TogoszpurensHble  nepeBo/ibl mMoryr  OblTh  3ab/IOKHpPOBAHBL
Poc(hHHMOHHTOPHHI  NOAYYHI [PABO [PHOCTAHABIMBATL IE€PEBO/IbI
KJIHEHTOB, €CIIH €CTh OCHOBAHHUSA [10J03PEBaTh OTMbIBAHHME JEHEr HIH
(puHaHCHpOBaHHE AKcTpemMu3Ma. biokuposkd npommres go 10 jgHeii.
OcHoBHOI yuap Oyer HAHECEH 10 OPraHU3aTOPaAM CXEM, HO OLIHOKH He
ucKinouensl. B ciayuae ommbouynoil OIIOKHPOBKH HYXKHO 00pATHTLCS B
OaHK.

bauku o0s3aHb! O/10KHPOBATh KAPThl M OHJIANH-0AHK KIHEHTaM, KOTOpbIE
3aHHMAKOTCS  BBIBOJOM M ODHaJIMYMBAHHEM TIOXHIIEHHBIX JICHET.

C 1 cenrabps 2025 roga 6aHkH He cMOTYT O(POPMIBTE HOBBIE KapThl HITH
MOJK/I0YaTh OHJIAHH-DAHKHHT TeM Ipask/aHaM, KOTOpbIe YncsTes B Dase
nandbix  llenrpobanka kak  nojo3peBaembie B MOIIEHHHYECKHX
ornepanusx.
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1.

13. Oduuuanbubie HCTOYHHKH HHpOpMAHU

Caiit Uenrpansnoro banka Pocenn — paznen «Ilporueoaeiicrene
MOLICHHHYECTBY»

https://www.cbr.ru/information_security/pmp/

— Pexomennanuu no 6e30nacHbIM ONEpaLHsaM, HPEYIPEAICHHS O
MOILEHHUYECKHX CXeMaxX, HHCTPYKLUK 10 OJIOKHPOBKE KapT H :xanobam

OduumanbHbie HCTOYHUKH HHpOpMauun 1odaeuTs MHdopMaunoHHbIH
nopran «DHHaAHCOBas KYIAbLTYpa» banka Poccun

https://fincult.info/

— MC'I‘DPHH 0 MOUCSHHHYECTBE, llpHEMhl 3a0UTEL OT MOLIECHHHKOB

Ipoexr «Momenoska» Hapoanoro ¢ponrta
moshelovka.onf.ru

— [nowanka st coobIeHHH 0 MOIIEHHHKAX, aKTYAIbHbIE CXEMbI
o0MaHa, aHAIMTHKA W KpHIHUecke coBeTsl. MHaTErpHpyercs ¢
opranamu (LIb, MBJ1)

Caiit MBJ1 / CieacTBeHHOT0 KOMHTETA
https://tyvumen.sledcom.ru/

— Coeerbl 110 D€3011ACHOCTH, ANTOPUTMBI JeHCTBHI IIPH 3BOHKAX
MOIUECHHHKOB

Mundun / «Cron MomeHHHK!»
https:/xn--80apaochbc3aw9e.xn--plai/stop-moshennik/

— Hapraepckuii npoext Munduna ¢ npasuiamu 0e300aCHOTIO OBEIEHUS
B OHJIAHH-Cpefe

®3-152 «0O nepconanbHbIX JaHHbIX» 0 I'pamianckuii kogexe PO
— OdmuHanbHBIe 32KOHOIATENBHEIE JOKYMEHTEL, PeryInpyiomye
00paboTKy IMYHOH HHpOPMALIMK U BO3MELICHHE yiiepOa.

IMpokyparypa Tomenckoii odnacru
https://epp.genproc.gov.ru/web/proc_72

YMB/I no TomeHnckoii odaacTh
https://72.xn--blaew.xn--plai/

Jerckas GezonacHocTs B ceTu. [Ipoext [denapramenra
undopmaTuzauun TomeHnckoii odaacTu

https://kiber. admtvumen.rw/
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— ObpazopaTelibHbIE MATEPHAIILI IS JAeTeil, pojauTeneil | e/1aroros: Kak

3AMMTHTL peDeHKa B HHTepPHeTe, Pacilo3HaTh PHCKH H De30macHo
MOJIL30BATLCS HH(POBLIMU CEpBHCAMUI

10. Coep — paznen «KudepdesonacHocTs»

11

https://www.sberbank.ru/ru/person/kibrary
— ITone3Hsble COBETHI 110 3aLHTE JaHHBIX H CYETOB, Pazdop pealibHbIX

CX€M MOILEHHHKOB, MHCTPYKLUHH 110 Oe3011aCHOMY HCII0JIb30BaAHHIO
OHJIAHH-CEPBHCOB

dlpoekr [Ipasurenscrea TromMeHCKo#H 001aCTH, IPH NOIEPKKE

[Tpokyparypsl Tromenckoii obnactu, Ynpasnenus MB/I Poccuu no
TroMeHckoii obnactu 1 Otnenennd danka Poccuu no TroMeHCKOH

obnactu cronMowmeHHUKNH72.pd

“ﬁ‘l{‘!M}" ITHM HCTOYMHHKEAM MOMRHO TOBEPATH:

Pazpaboranbl M [NOAACPHKUBAKTCA TOCYIAPCTBEHHBLIMH OPraHAMM:
LenTpansieiv 0ankom, MBJI, Munguyiom, CleacTBeHHBIM KOMHTETOM.

Peryasippo o0HOBASIIOTCS C YYETOM HOBBIX TIPECTYIIHBIX CXEM M

TEXHOJIOTHH.

[IpejiocTaBnsiioT peajbHble WHCTPYMEHTHI ISl 3AlIHTBI: TOpAYHE

JIHHHH, 1a0I0HEL }KEJIDE, YEPHBIE CITHCKH, KOHTPOIE YUACTHHKOB.
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14. Yro nesiaTh, €CJiH Bbl CTAJH KEPTBOH

Ecnu BEl DOHSIM, YTO CTAIH KEpPTBOH MOLIEHHHKOB — JAeHCTBYTE
HeMeL1eHHo. BpeMs umeeT sHaueHue.

Ilar 1. llpexkpaTuTe KOHTAKT C MOIIEHHUKAMH

¢ Hemennenuo JABEPUIHTE pa3roBop, MNepenHcry, He OTBevaiiTe Ha
HOBBIC COODIIEeHH .

o He npeanpuHuMaiiTe HUKAKHX NEHCTBHI 110 X HHCTPYKLHMAM.
Hlar 2. Ceasurech ¢ aHKOM

e llozsoHuTe B Cayx0y mojlepxRKn 0aHKA, I/l y BAC OTKPLIT CYET HIIH
KapTa.

e 3abdaoxkuHpyiiTe KAPTY, CUET, OHIAHH-TOCTYII — JAXKe eclid [epeBo/l enié
HE [POLLET.

¢ HanumuTe 3asiB/IeHHE B 0TAeIeHHH 0AHKA O HECOITIACHH C UIlEpElLI,HE:ﬁ
H BO3BMHTE BBIITUCKY M0 CUETY.

C 1 okrsadpsa 2025 roga MOXKHO 1oaars odpamieHue 0 MOLIEHHHYECKOIH
onepauyH B CBOH DaHK B ero MOOMIBHOM NpPHIOKEHHH (Kacaercs
KpyiHbiX DankoB). Tam ke Oyiaer copMHpOBaHA CIIPABKA 110 OIEpALIMH
JULst TIPEABSABIICHUS B IIO/IHLHED.
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Ilar 3. Obparnrech B MOJTHIHIO

e [lonaiite 3asmaenue B oraenenun MBJI, n1ubo wepez nopran
Tocyeayr.

e VKaKHTE BCE M3BECTHBIE [IAHHBIC: TBJ]E!’.bOHb], HOMCPpa EKapT, 4YaThbl,
CKPHHUIOTHI, CCBIUITKH.

e Bam 00s3aHBl BbIJATh TAJOH-YBEIOMJIEHHE O [PHHATHH 3asBICHHII.
KoHTakTel:

e [opsuas nuHus MBJ] Poccuu: 8 495 667-74-47
e [lopran 101a4H 3AABIICHUS! https://rocycnyru.pd

Ilar 4. Coobmure B Pockomuanzop

Ecnu Bbl nepejany nepcoHaibHbie nanubie (nacnopr, CHUJIC, HHH u ap.)
— obOparutece B PockomHanzop ¢ kanodoil Ha He3aKOHHYK 00paboTKy.

KoHTakTe!:
e Caiir: hitps://rkn.gov.ru
e Omnnaita-npueMHas: hitps://rkn.gov.ru/treatments/ask-question/

e Tenedon: 8 800 550-50-99
Ilar 5. [IpoeepbTe KPeIuTHY HCTOPHIO
Ecnu BBl mepenapaiM MacropTHbIE JaHHbIE — MOIICHHHKH MOIJIH B3STh
KpeauT HA Balle HMSI.

Ilposepsre OecriatHo uepes LIKKM (LlentpaneHeiii kartanor kpejaHTHBIX
HCTOPHI): https://cbr.ru/ckki/

Takxe MOKHO HCIOIL30BaTE [ocyciayru wid OHPO KPEAUTHBIX HCTOPHI
(HBKH, DxBudarc u np.).

Ilar 6. [Ipexynpeante IHAKOMBIX

e Eciu Bbl mepejand JOCTYII K CBOMM AKKayHTaM, I10YT€, COLCETAM —
CPOUHO  CMEHHTE  [Apoi¥ W BKIWYHTE  ABYX(AKTOPHYIO
AYTEHTH(PHKALNIO.
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e Yaeejpomure ﬁﬂHBl{HX, yT00bl OHH He CTallH CIENYHINHMH KEPTBAMH OT
Bamero HMEHH.

[punoxenne 1.

becnaarnbie CCPBHCEI 3ALIMTEI 0T MOIUICHHHKOB
1. Hunekc

becnnaTHeIH ABTOONPEIENHTEIE HOMEPOE PAtOTACT CO FBOHKAMH He TOIEKO N0 TenedoHy, HO
H uepes WhatsApp. CepeHc nomedaeT HEMENATENbHBEIE 3IBOHKH, 4 TAKKE ONpelendeTr
KATETOPHIO 3BOHALETD (MeIHIHHA, GAHKOBCKHE YCIYTH H TAK Janee).

Gaza «funexcan cobOupaTentada: B Heil JaHHEIE M3 OTKPEITEIX  HCTOMHHKOR, OT
“IPOBEPEHHBIX NAPTHEPOBE® M MOIYYEHHBIE HA OCHOBE OT3BIBOB Houbzoeateneii. [Tomumo
HICHTH(MKALNH HOMEPOE ©CTE ONUHA OIOKHPOBKH HEWMENATENBHBIX 3BOHKOB M PEKIAME]
(BHHAHCOBEIX YCIIVT.

AxTHRBAUNA: B NpunomeHnn «uiexe — ¢ Aaucoiin une «Huaexce bpayiepy akTHeHpyiiTe
«ATHCY» M MONPOCHTE BETIOMHTE ONPEIENHTENE HOMEpa ITHO0 HAMMHTE HA IUIALIKY
«Brmwoun AOH» (npennaraetcs npH HAXKATHH HA HKOHKH NOMOLHHEA).

- ( )

n +7 555 S00-na.""

Mgl b sl [ o oy e s g

Fesroua punancooss yoryt | e e

[F—— Orsrem,

Yeranoska wa 108
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1. Kaspersky Who Calls

Onpenenurent ot «/ladopatopun Kacnepckorow» coueraer 0a3y HOMEpPOB ¢ CHCTEMDH Ha OCHORE
HCKYCCTBEHHOTO HHTE/UISKTA 1A BEIMHCICHHA CIAMEPOR.

Y 3TOro CcepRHCA ECTh MPEMHYM-TIOJANHCKA, H3-34 YEro BO3IMOKHOCTH OecnnatHoil BepcHH
orpaHudensl. B uacTHOCTH, OHA HMMEET peKIaMy M MOMKET TOJBKO PACIOZHABATE 3BOHKH
MOIIEHHHKOB, & TAKXE ONPEeleNdaTE HaiBaHHe M THN opraHnzanui. C noanmMckoil  MoxHO
ONOKHPOBATE BXOAALIHE 3BOHKH 110 KATETOPHAM, HCMOIB0BATEL DAty De3 NOJKIOUeHHA K HHTePHETY
H OnoxupoBaTe SMS-(uuHHT.

AxTuBauua: 3arpy3ure npuaomenne Kaspersky Who Calls m caeayiiTe MHCTpYKUHH 1o
HAacCTpoiike.

+7 963 8140y

TIDRGONESE 1 T RET

@ 47 498 TN

NafiopaTapks Kocneporor.

Kraccwes TR, Maraase

Morassi

YcTtaHoeka Ha Android
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127 il 1:00 ¥ il = -

& HacTponkm
Obume +7 (000) FT1-5a-00
Temmsicodd b Mo wes e sioryT
Coprpari meTopkw nocne 2 » WEMONn308aTh STOT HOWED
OfaBpamaTs moxym ? ‘
— P Abar Agma
Drpegeon Tenh HOMERS P
lﬂl -éﬂ 9§U
1) Fem T
Teua BE#TA CRETNAS TEWAR
AN T L]
POEE TUW WEVI
Bxog B NPAN0 KeHne

BosmosHOCTH CEpBHCA CTAHOAPTHEIC! HA OCHOBC OT3LIBOB NONb30BATEACH OH npeaynpexsacT o
HEHCTATCNRHEIX 3BOHKAX, MNOKAZLIBACT HAZBAHHE KOMIIAHHH H CCIJE[JY e€ NeATENBHOCTH. MGCCCHIDK'EP
HCMOMB3VET VMHBIC allOpHTME, qTOOL  BEIABIATE cnaMepos, MOIICHHHKOB, KOJUICKTOPOE H
WMOIMYHOB». 3aNpalllHBaAcT OT3LIB MONL30BATENEH, €CNH 3aMETHT HCDEII:I‘IHYIO NpPoIoIEHTENEHOCTE
HITH HACTOTHOCTE 3B0OHKOE © KOHKPETHERIX HOMCPOB.

baza HemenaTenkHEIX HOMEPOR 3ATPYKAeTCA Ha cMapTdoH, uTodw dyHEuuA paGorana aaxe Des
NOIKIKYMEHHS K HHTepHeTY. Ty Da3y MomHO 0DHOBIATE B HACTPOAKAX (YHKLIHH.

AKTHBAUMA: B NpHIOKeHHE HEAXMMUATE «HacTpodku» — «OnpepennTens HOMepa» W
BbllalTe pa3peleHna Ha aocTyn K cnyxbam TenedoHa (Npv HeobxogmmocTh).

Hanee ebibepnTe «BKoHTakTe» cnyxbol onpegeneHWa HOMepa W 3aWMTOR OT
cnama no YMon4aHui.

¥Yeranoska va Android

53



& Onpegenuredns W

Ha ios ne Hammna noka
[IporpamMmel 0T KNKW4YeBbLIX DaHKkoB PoccHu
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[ JEEST =

Howmsiin - -
= -
rTeare smaTe
Frrmpes [y
Nepascau
M . A
1 Ha IMABHORA HAMMWTE Ha MKOHKY B BRIE 2 B pasiene sBesenachocTen BuGepdTe 3 HECTPORTE BROHMPOEKY SH0HKCE
WHTA WM CRasy BESAWTE B NOWCHE YHKT BONPELENHTENE HOMEgdan B MPMACEEHM, YTOGE MOLIEHHWKN BSC
sONQENENHTENE HOMEDER W NOIKSOMHTE CEPBHC N0 WHCTPYKLIKKM HE TPESOHHAM

Y «Chepay onpelenuTenb 3aTOMEH TONBKO MO BRIABIEHHE MOIIEHHHKOE. OH NpPeIyNpennT, ecli
KTO-TO SAT0BANCH HA 9TOT HOME]D, HO NPHHAUISKHOCTh K KAKOH-THO0 KOMITAHHH WM KATETOPHH He
oTobpaiut. baza obHOBNAETCA eaeIHEBHO HA OCHOBE coODIIEHHIl noaLz0BaTENEil.

Ha oduumansHOM caiiTe 0TMEYAETCA, YTO NOMHMO DA3kl (PYHKIHA ONUpaeTca Ha ocodyio MOOels 0T
3KCNEPTOB no kudepbezonacuocTi Ganka. OHa NPH3BAHA BRIIEIATE OTEHIHANTBHBIX MOMIEHHHKOE.

AxTHBAUMA: B Opuwiokennn  Oanka  HaxmuTe «lMpodunb» - «HacTpoWku» -
«be3zonacHocTb» — «[lpoBepKa BXOAALIWX 3IBOHKOB» — «[lepeilTu B HacTPOWKMK
TenedioHa». B OTKpBIBLWIEMCA NMyHKTe HacTpoek BelibepnTe «CHepbaHk», 4TobkI
YCTAaHOBWTE CTaHAAPTHON cny»0oil onpeaeneHns HOMEPOB W 3alUWThl OT Crama.

2. T-bang / Tuusrod Mobaiin

17 w4l noo - il = -
& HacTpodKK

- +7 (008) F11-Ba-80
EPREATE nocne Tubmeogds & MOUIEHHAKA MOTYT
¥ s 1 » = v::nnnnmaafurror rﬂﬂ".:p
CTOf@ERET NSCFEH 7 ‘
L FT™ TS Precuh i.liltl' lll ‘-' 3
|‘.l'||1er,rrurr..|n HOMEEE ¥ Ll 4 5 E
wiE uHan BETY
ami Jul T
Tesan Bedd1a CROTHARD ToRAE
7 9
Fans S wari
Broa B npunomenne

Ceringa: https:/www thank ru/finance/blog/save-money/

https://www.thank.ru/mobile-operator/features/callerid/
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bakk NpeinaracT yCnyry onpeIciIeHia HOMEPOR BCCM KIHCHTAM BHEC 3ABHCHMOCTH OT Oneparopa
CRAZH. fb}"HKLlHH decnnaTHad, Gaza OOHOBNACTCA S#EIHEBHO MOCIE 3AITYCKA MPHIOMKCHHA.

3BOHKH pacnpelenfAloTca Ha TPH KaTErOPHHE: NPOBEPEHHEIE HOMEPA (3enEHan HKOHKA), OTBEYATE C
OCTOPOAHOCTLEY (3ENTAA) H BRICOKHIT PHCK PerIaMBl, CIIAMa MITH MoleHHHKOB (kpacHad ). [lpu
HATHYHH JAHHEX 3BOHKH HASHTHOHIHPYIOTCA: HANPHMED, KAk KIHHHKA, 0aHK HIIH 10CTABKA.

AKTHBANMA: B NIPHI0KeHHH DaHka HAXMWUTE «Ewé» » «HacTpolkn» —
«OnpepgenwTent HoMmepa» — «[IpoJoNMWUTL» W BblAaWTe pa3peweHns Ha SOoCTyn
K cnyxbam TenedoHa (Npy HeobxoaumocTK). anee eeibepuTte «TUHBKOGQD»
cnyxboi onpegeneHa HOMepa W 3alWWTOoR OT cNama No YMOIHaHWIo.

Kax noakmouuTte onpenendtent Ha Android
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3. BTE Ounaiin

BTE npeanaraet cepeuc «ONpenenuTens HOMEpay, KOTOPEI MOZROINT YIHABATE JETANH O BXOJALIEM
3BOHKE € HEH3BECTHOTO HOMEPa MpPAMO BO Bpems BbizoBa. (MWHKUMOHAN NocTyneH ams 8.4 mioH
nonkioeareneii npunokenna « BTh Ounaiins Ha nnatopme Android, ykazano B cooGuieHnn GaHka.

«OnpeienuTels HOMEPA He TOIBKO MOKAMET, 0T KAKOH KOMNAHHH NOCTYIAET 3BOHOK, HO H OTMETHT,
€CIIH 3BOHOK MOMeT OeTe nmoneseH. Hanpmwmep., «Cnysxba ngoctaekm», «MeIHUHHCKHE VCIVTH»,
«BepoaTHo, NONe3HELIH 3BOHOKY) H IPYTHEN, — PACCKA3ANH B KPeIHTHOH OpraHiiaiiny.

Bo Bpens BRI30BA B JONOJTHEHHE K HOMEDY MOJIB30BATEL MOSKET YBHETh noMeTky: «[logospente Ha
MomeHHHMecTEo», «Cnam! Ecrk smanoGe», «Pexnama Tosapok u yoayrs, «Bo3iMOKHO, 3BOHOK H3
Danka. He coobmtaiiTe cROM NapoIn H KOARD.

[MoakmouuT: HYHKUHI0 ABTOMATHYECKOTD ONpEIcleHHA HOMEPA MOXKHO DecnnaTtHo B MOOHIEHOM
npunoxeHud «BTE Ounaiins B pazoene «Yenyruy» B oaHOoHMeHHOM Onoke Ha nnatdopse Android.
BTE Taxke aianTHpoBan JaHHYI OOLUHK A8 N0AeH ¢ OrpaHHYeHHAMH 310POBBA.
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[IporpaMMel 0T onepaTopoB COTOBOI CBA3H

L.MTC

*  Yeoayrm:
«3AMMTHHKY — AHTHMOLIEHHHYECKad Yeayra 3a 3 pyQus B 1eHs, ONOKHpYeT
HekenaTe/ILHEE 3BOHKH H SMS.
«Onpenennrens HoMepa» — GeCNIATHAA YCIYTA, TOKA3BIBAET, KTO 3BOHHT.

¢ Kak noaknwunte: Yepe3 NU4YHbIA KabuHeT Ha caiTte MTC unn 8
oVUWManbHOM MOBMNBEHOM NPUNOMKEHWUN — BeIDPaTh HYXHYID YCNyry W
aKTUMBWUPOBaTb.

® Kak Henmoib3oBaTh: Nocie NogKTIONeHS NPH BXOAANIeM 3B0HKE NOABHTCA HHPOPMALH O

SBOHALLCM, 8 HEHCTATCIEHEIC BEIZ0BE] 6}',‘.1}'1" EJIOI\‘.H].'POBETI:Cﬂ ABTOMATHYCCKH.

MTC.3amuTHEEK

Yemyra "MTC Jamurank” npeasaznavesa ana amuTkl abosenTos MTC o1 MomeHHRYECKHX B
CHaM-3BOHKOB. (JHA ABTOMATHYECKH ONPEIeAeT, ABISETCA 1 3B0HOK HEeMenaTe IbHEM, DI0KHPYeT

€ro | NPeAocTaBIaeT PACIIHPOBKY PAITOBOPA, EClH 3TO HeoGX0IHMO.

Karanar a

(o U

P Deerynian s ¢ MTC Promsim

KaTanor

KON Myesa
[—— [,
< 9
Enempresnme cumopm, -

g W O E R o7 MTC

0oee =l
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Kak BRIIOMHTE ODPEJ]_EJ']HT‘E.III:- HOMEpA

|. Ha rnaproM axpane npunossenia Moil MTC samyuTe Ha BHIKET JalIHTHHE
2. Hamwmure Bee Bo3MoXHOCTH
3. B paznene Onpenenurens Homepa Hammute [loapotuee
4. Ha oTKpEIRIIEMCA JKPAHE HAKMHTE HA KHOMKY:

«K Hacrpoiikam» — Ha aiihone

«BEIHOIHTE? — HA anapoRIe
Bri nepeiinére B vactpoiikn renedosa. Brbepute Moit MTC npunoxenies 008 onpeieneHs
Honepor. Ha aiidone B pasnene bnokuposka u naenTudiikanys seizosa BRmouuTe Moit MTC
5. 3anycTHTCA CKaMHBAHHE H PACTIAKOBKA 0a3bl HOMEPOE. DTOT NPOLECe MOMKET OBITE J0BOILHO
nonrus. [Toka oH HAET, BAKHO!

HE 3aKpeIBaTE npunoxenne Moii MTC

HE BEIXOJIHTL H3 HETO

HE NepPeBOaNTh TenedoH B criauui pemnm

ﬂ BRI HTHAK
Codmen TR00Er BE36N § URLTH

T e S crd e b Dt

Heswre7e mapasenarennHs s
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2. Meradron

*  Yeoayrm:

«3Haw, KTo :EoHAT Plus» — 3a 3.5 pyG/aens, nokazeieaeT HHOOPMALIHID 0 3BOHALIEM.
«UepHsbtii enucory — | pyd/aeHs, GnokupyeT HeKeNnaTeNbHEIE HOMEPA.

Kaspersky or Meradona — 2 py0/neHb, KOMIIEKCHAS AHTHMOIIEHHHYECKA 3ALIHTA.
Kak noakawunTh: Hepe3 NMYHbIA KabWHeT Ha cailTe MeradoH unn
MobWnbHOE npyunoxeHie — BblﬁpaTb W NOAKNKYNTE YCIYI K.

Kak Henoib30BaTh: NOC/IE AKTHBAIHH YCIYTH ABTOMATHYECKH NOKAa3kIBaeTc HHpopmalms
0 IBOHALIEM H BKIKMAETCA DNOKHPORKA.

3. bunaiin

e  VYoayrm:

«KT0 3goHHT» — 3 pyOnA B CYTEH, ONpedenseT HoMepa.

«HepHbIi cnHcoK» — GNOKHPOBKA HEXENATETEHEIX HOMEPOE.

«AHTHQpOI-IAATHOPMAY — FAMMTA OT MOIIEHHHYECKHX 3B0HKOB H NOJAMEHHEIX HOMEPOE.
OcobeHHOCTR! B YCIYTY BEXOAHT BHPTYAIEHEIT MOMOUHHEK, KOTOPEI aHANHIHPYET IBOHKH H
ONOKHpYET NOJAMEHHEIE HOMEPA.

Kak moaknwunte: Yepes npunoxeHne «bunaiH» — B pasgene ycnyr
BblbpaTh Hy#Hble HYHKLUWW M aKTWBUPOBaTh.

Kak uenoas3oearh: cepsic paboTaeT aBTOMATHMECKH, NPH BXOAALIEM 3BOHKE NOKAEIBACT
JAHHLIE 3BOHALIET0 H DIOKHPYET CraM.

4, Tene2

s  Yeayrm:

«UHepHsblil enucory — DNOKHpYET HexenaTelbHEIe HOMEPA.

WAHTHCIAMY — (DHUILTPALNA COAM-3BOHKOR.

«SMS-puasTp» — OIOKHPOBKA NOJ0ZPHTENEHEIX SMS.

Kak noaknwynTts: Yepe3 npunoxeHne «Moh Tene2» — BelbpaTe Hy#Hble
YCNYTA W NOSKIYU Thb.

Kak Henmo/ib30BaThL: NOCIe AKTHBALIHH YCIYTH HAYMHHAKT aBTOMATHYUCCKH lj}HJlIanl]BaTB
IEOHKH H COOGIIEHH.
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[punoxenune 2.

HHCT]]yH[[HH no obecneveHn 0 He30MACHOCTH MeCCCHIRECPOB

Telegram

Hucerpykuusa auas iOS

1. Orrpoiite Telegram

2. Hamnnre Ha ¥ «Hactpoikus (BHH3Y cnipaga).

3. lNepeiiaure B «KonduiaeHunansHocTEn — «3BOHKHY.

4. B paznene «KT0 MOMET 3BOHHTE MHE» BRIDEPHTE:

- «KOHTAKTBIN— 3BOHKH TOMBKO OT COXPAHEHHBIX HOMEPOB.

- «HukTow— nonHeli 3anpeT (MoxHO J00ABHTE HCKITHOMEHUA ).

5. (OnuuonansHo) HamsuTe « [JoGaRHTE HCKTHOMEHHA, YTODE PA3PELUIMTE FBOHKH OT KOHKPETHRIX

T,

o

HarTpzded Yaree
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VBELSMREHER A SR

BakHue @ NaATL
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12:34

LI ¥Yorpokcisa

B g nansincTs

HORED Tenehiota
Bt S
Samigadinm npoduwsn
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Mepatiimm coobigmi
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1. MepefTu B paagan sHomep Tenedoxas W HACTPOWTE oToGpamMEHME HOMapA

Mpw aToOM MOXKHD NepeRTH B nogpasgen HMokmoyernay W 4oBapuTe NoNbIoBaTENned, KoTopee GyayT BUOeTE HOMED BCErga, a
Takwe Tex, KTO HE YEUOMT 8ro Hukorga

2. Nepeitk B paanan «DoTorpadiug NpodnA» U HACTPOUTE oToBpakenwe oTo

3. B paapane «0 cebes MOKHO HACTPOWTE OTOGpAMEHNE AAHHOR MHODMALWK

& Homep menedoma - SoTorpadiK npodna e
HTS BART HOR w g Pitiana’ Ko nHEeT ds0T0 B RACEW npodinn? BT AT WOH paogen <0 oebes?
Bee . Ece ® Bew
] (O] MOH EOHTaRTE & AT KOHTEHTHI o)
Husdin O Huemas Hrso 2
o in 067 BRAETE paniena
JLea e BT A A r pran
Tk
Ty BN oty Ha T B
T T e ST e —r BT b R AR R
B DapnisaTe DobatmTh Brrna MoHalbisaTE: Dedanniu
Artas i e .-
fenrga pa ™™ T Brerna cupaBars Dofanate
s v DT L WOy OETREN NEEOTR =1
Benrnn asnpewete Nnfismsrs Jur gt

T TR T 1T

4. Nepeitu B paanen «MNepeceinka cooBleHHAr M HACTPOMTE BOIMOKHOCTE NPOCMOTRA Bawers npadung
5. Nepeiti B paanan «3BoHEWD W HACTPOMTHL BOAMOMHOCTL ABOHKA
6. Nepeiti 8 paanan «Mpynnel 4 KAHANBD W HACTPORTE BOAMOMHOCT L A0GABNATE BAC B rPYNNLL W KAHANE

KT MO BT WSE SOHHTE

=
= 0
s & bice =
. B KT b )
Won komTa TN
£ KN DA SERBHT R
i T = Huxro
HHKTO
Boe ® s o B B
Rl TR TR
s B T MERA R
Huxm 1 [infamuTe e EnEAEE

Beeraa sanpeupin [Motannme

T FCRTLG RaNEsEaTh MNistanaT

1 P ME B

ELL
K

BRSC AT MITRER IS

Aot i e -

Beerga janpeuan Ao

agr-m-Aeer

B 1

o Py HEGAB3BaTS fae-t-pee M KHTBR T

J1s ocobeHHO OCTOPOMKHEIX
Ecan Bei xoTame, 9ol HEKTO HE CHOT OPOCMATPREATE Bam [P-agpec npn 3e0HKax, TO B pasjaene «poHEEs B noapaznene «Peer-to-Peers sbepure

TYHET wHe HeNoIBSORETRY.

64



Ecam me xotire - subepire myaeTe «Bees, anbo «hMon kodrakrem

Jna obnanareneit noauuekn Telegram Premium
B nognvck Telagram Premiumm, Bel MOMETE 3ANPETHTE YACTH NONL3CBATENESH OTNPARNATE BAM COOBLEHWA W MONOCORLIE
Ana aToro HeobxoguMmo:

1. NepeidTh B pazgen «CoofiwennAs W ExGpaTs nyHkT « KosTakTsl v Premium-nognac-sms

2. Nepeiith B pazgen «Monocoewe coofweHkAs W ERGpaTE NyHETE «Mow KoHTaKTRIY Nbo aHWkmos

12:34 il 12:34

«  CoobuleHsn

FonocoBbie COOBLIEHHRA

KO Moot 6T STNPAEISETS MW

BHAROCOHELEHMAT

KT Mok T STNPEEAETE MHE CoobayeeaT

Bee
Boe

T o Premivm-ncanaemge

Meliom waHTas T

Huers

AcEanHTs ACHNKYTHRE

Boeras sarpewste

WhatsApp

1. OTkporTe WhatsApp
2. Nepergnte B «HacTpoMkW» (BKNagka cnpasa BHW3Y) —
«KoH(p1aeHUWManeHOCTb».
3. NpokpyTuTe BHW3I U BbiDepuTe «3BOHKN».
4. BknwounTe «TUXMe 3BOHKW C HEW3BECTHLIX HOMepoB» (NON3YHOK cTaHeT
3eneHbIM).

- Tenepb 3BOHKW OT He3Hakomues ByayT npuxoonTs Bes 3ByKa, HO

YBeoomMmneHWe NOABUTCAH B 4YaTe.

Hucrpykuus paa Android

Telegram



1. OTkponTe Telegram

2. HaxmwnTe Ha = (TpW NONOCKKM) B NEBOM BEPXHEM YTy,

3. NeperguTe B «HacTpoMKW» = «KOHpPUAEHUMANBHOCTE».

4. BoibepnTe «3BOHKW:.

5. B pa3znene «KT0 MOMeT 3BOHWTb MHe» BbibepuTe:

- « KOHTaKThl»— 3BOHKW TONbKO OT COXPaHEHHbIX HOMEDOB.

- « HWKTO»— MONHEBIA 3anpeT (MOoXHO 00DaBMTE MCKNYEHKWA).

6. (OnuuonanbHo) HaxmuTe «[lobaBnTh CKNOYEeHWA», 4TODbI pa3pewnTb

3BOHKW OT KOHKPETHBIX noaen.
WhatsApp

L. Otrpoiite WhatsApp

2. HaxmuTe Ha : (TpW TOYKW) B MPaBOM BEPXHEM YrYy.

3. Nepengnte B «HacTponkn» - «KoHdnaeHUNANLHOCTb ».
4. [pokpyTHTE BHH3 H BEIDEPHTE «3BOHKH.

5. Brmoumte « TUXHE 3BOHKH ¢ HEMZBECTHRIX HOMEPOBY ([IONI3VHOK CTAHET 3e/eHBIM ).

- TCH&[)I: SBOHKH OT HESHAKOMIICE ﬁ}":l}‘T NPpHXOIHTE bes 3BYKA, HO VBCOOMIICHHE MOABHTCA B YMaTe.
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[Ipuaoxenne 3.

H]-]C’[']]y[{[[]'lﬂ no obecrneveHHI0 He30NACHOCTH KOMIIBHOTEPA

HIAT" 1. He nepexoanTe 1o COMHHTE/ILHBIM CChLIKAM
Kak ONpETENRTE, MTO CCBLIKA COMHHTeILHan?

& Ajpec BEITIAIHT NOJ0IPHTEILHO: COOEPHHT HADOP CHMBONIOR, THITHHE TOUKH, OIMEHY
Ovke (HanpuMep, glsuslugi.ru).

o Henonsayer cokpawarteny ceunok (bit.ly, goo.gl) Gez noscaenus.
CCRKA MPHILTA OT HEIHAKOMOTO OTNPABHTENS HIH B CTPAHHOM COODIIEHHH,

® BrizeBaeT MyBCTBO CNEMIKH HIH cTpaxa: «Cpok ONnaTel HCTEKAET ceroana», «Bac
owTpafyIoTs H T. 1.

Yro A/ 1ATE, €CJIH BbL MIOJIYVYUHIH COMHHTEIBHYH CCBLIKY

He nasumMaiiTe H He OTKpHIBAITE ee.

[IpoeepeTe conlnky uepes cepeckl Bpode Google Safe Browsing.

Ecnn corika NpUINIA OT «3HAKOMOTO» — CBAMHTECE C HHM JPYTHM clOco0OM H YTOMHHTE.
Coobwute B cnyxdy Dezonacnocty (pabotoaarens, [T-oraen) npu HeobXoauMOCTH.

Kak fezonacno paboTaTh ¢ cehlIKAMHA

& Huxorpna He knukaiiTe 0o coBUIKE, €clH He VEepeHsl Ha 100%.
o HcnonesyiiTe pacimiperna Gpaysepa, Npeaynpesaaiume of onacHeIX caiitax.
& OTKIIOMHTE ABTOMATHYECKOE OTKPEITHE CCBUIOK B MECCEHIMEPAx H MOMTOBHKAX.

Buanre cesinky? 3apaiiTe ceie Bonpockn:

1. Adpec ssteradum nodospumeisio?
(MHOro cuMBONOB, OWKWDKK, CTPaHHOE JOMEeHHOe MMA)
— Jla - He 0TKpbIBANTE CCLINKY.
- Her — MNepeinauTe K cCnegywwemMy BoNpocy.
2. Coofwenne ¢ coplikoll aKYeNmupyem HUMIHEE HA CPOYROCING U BhIZhIRACM Mepro2y?
(HanpyvmMep: «oNNaTWTE CPOYHO», «Bbl HAPYLUWAW 38KOH»)
— Jla -+ He oTKpblIBaATE,
— Her = CneqywlwmiA BoNpoc.
3. Cowuka ucnoassvem cokpatwentsiti adpec (bitly, goo.glu mn.)?
— Jla — MpoBepeTe CChINKY Yepes cepBucel Nposepki (CheckShortURL,
Unshorten.It)
—+ Her = Cneqywlwmia BoNpoc.
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4. Bui yaepenst, 4o omupasimeis — 3mo SHAKOMbLI YEI08eK WM OP2anuzayu?
— Her = He oTKpbiBaiTe. CBAXMTECE C OTNPaBUTENEM APYrHUM crnocobom.
= Jla = MoKeTe NepeiTi No CCbINKE, HO € OCTOPOMHOCTLD

LHAT 2. He noakirwuaiite uyxne USB-nakonurenn
nﬂ‘iEM}' ITO OIACHD

®  YeTpoiicTEO MOMET COAEPAATE ABTO3ATPYIKY BHPYCA, 3AIYCKASMOTD CPa3y MpH
NO/KTHYEHHH.

Kak onpeneinTs, MOKHO JIH T0BEPATE (ieike

* Y0eaHTeck, 4TO YCTPOHCTRBO NPHHALIEHHT MPOBEPEHHOMY YSIOBEKY.
o llpockanupyiiTe HAKONHTENL AHTHBHPYCOM J0 OTEPBITHA (PaiiIoR.

AnbLTepHaATHBA

o [lna obsmena daiinamy nenons3yiite ofnasHele cepBUCH ¢ Nposeproii noctyna (Google
Drive, Dropbox).

Monayunnu daemky? Ianaiite cefe Bonpock:

1. Bt mouno snaeme, komy ona npuiadiexcum?
= Her = He nogknw4anTe
- Jla = Cneayowmiai Bonpoc
2. Bui nposepuin ee anmusupveom 00 omepeimud gaiiios?
—+ Her - BeIiNONHWTE NONHOE CKAHWPOBaHWeE
= Jla = Cneayowmin Bonpoc
3. Henowezosaunacs i ghiewika 8 RODOIPUMETEHELY MECAX (HHmeprem-Kkadhe, wyxcue
HEPCOHTEHBIE KOARBIOMEDE])?
— la = qume He WCNoNneE30BaTh
— Her = Mo#HO DaﬁOTﬂTb C OCTOPOMHOCTEHD

LHAT 3. He ckaungaiite panbiineoe antugupycuoe [0
1. Kak pacnosHaTh GaiblHELLIl AHTHEHPYC

o [lpuxoanT W3 caM-MHCEM HIH BCIUIBIBAKIIIHY OKOH,
o  Huurupyer oduunansselil HHTEpdeiic, HO TpedyeT HeMELIeHHOH YCTAHOBKH.

2. I'ne ckauMeaTh 0 HIHANBHEBIE TPHI0KEHHA

o Tonsko ¢ oHuHaANEHLIX caiiToB: kaspersky.ru u ap.
® Yepez seTpoeHHEle MarazHHel npunoxenuil (Google play, Apple App Store).

3. Yo 1enaTk, €CIH BEI Yike CKAYMAJH MOA03PHTEABHOE NPHIMKEHHE
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o e zanyckaiite ero.
&  Yaanute paiin, oMHCTHTE KOP3HHY.
®  3anycTHTE NPOBEPKY AHTHEHPYCOM.

Hy#x#no yeraHoBHTE aHTHEHPYC? 3agaiire cebe Bonpock:

1. Crauueaeme ¢ ouyuatbhozo catima (kasperskyv.ru)?
— Her - OcTaHoBWTECh. HanguTe ohuUManbHBIA MCTOYHWUK

- Jla = Cneayowmiai Bonpoc
2. Eﬁ.‘ﬂ!l”ﬂ}&f{ﬂ HAYIacrs nocie L'&'(.'iil'.'!b.l'vl‘i-(ﬂf}'ﬂft’«?[} RHO LT I‘.'.!H.f."-l!h'ﬂ'hllﬂ?

— Jla = HemeaneHHo OCTAaHOBMTE Npouecc

— Her — Jlanee
3. IO mpefivem cpounoti yemanosrku nod vepozol sapaxcenun’”
— Ila -+ He noBepAnATe — 3TO Nnognenka

= Her = Janee
4. lposepanu au ant smo 1O no omsstsan na npoduasis gopymax wie 8 CMH?

— Her - PEKOMEHAYETCA MPOBECTW NPOBEPKY
— Jla - YCTaHOBKa OONYCTWMa

LIAT 4. 3amurure Bed-kamepy
Kak nousaTh, uro Bed-kamepa BaaomMaHa?

o LED-uunukarop kamepsl BEIuaeTed 0e3 pallero aeiicTeus.
&  Yceranoeneno HenzeectHoe [10, Henonszyiollee kamepy.

Kak 3adTiTh cedn?

® 3akneiite 00BEKTHE HENPO3IPAMHOI INEHKOI.
o  Orkmounte kamepy B HacTpoiikax BIOS wan «/lucneryepe verpoiicTes.

YCTAHOBHTE AHTHEHPYC ¢ (PYHKIHEIH 3AIATEL Bef-KaMephl
o  Hanpumep, Kaspersky Internet Security unun Bitdefender.
OGpaTHTE BHUMAHHE HA MOBeIcHHE KaMephi:

1. Csemosol undukamop zazopaemca cam?
— Jla = OTKA04UTE Kamepy. NpoBepbTe 3anyLUeHHbIE NPOLEecchl
— Her = Cneqylolwmia BONpoc
2. Vemawoanewo w110, uenorezvionee kawepy?
~ Jla = MNpoeepsTe, NeranbHo M DHO
= Her = Janee
3. Kamepa uzuvecku saxreena?

— Her —» PekoMeHAyeTCA 3aKNenTb HeNpo3paYyHon NeHTon
= Jla = Cneayowmia war
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4. Vemanosren anmueupyve ¢ sawumon sed-xavepnt (Kaspersky, Bitdefender)?
— Her = YCTaHOBWTE COBPEMEHHbI aHTUBMPYC
— Jla = Bce xopoluo, ocTaBalTeck Ha KOHTpone

HIAI 5. He nenoab3yiiTe 01HH H TOT Xeé NapoJib

IMovemy 3T0 onacHo

®  (HH CKOMIPOMETHPOBAHHEL AKKAYVHT OTKPLIBAET JIOCTYII KO BCEM.
Kak comnare YHHKAILHEIE Bapoan?

o HcnoneayiiTe redeparopel naponeii uou Menenxepsl (Bitwarden, LastPass).
Kak ynpapiaTe gecaTkaMHu napoJaeii?

o  XpaHuTe HX B 3alIHIIEHHEIY XpaHHIHWAN ¢ AsyXdakTopHoil ayTeHTHOHEKALHET
IMpoeeprTe cedn:

1. Bt ucnonszveme odun RAPOTE HA HECKORBKUY catimax?
— Jla = CpOoYHO CMEHWUTE Naponu, OHW YAZBWUMbI
2. Hapoau xpanamen ¢ devegbarmopnott avmenmuduiayuet (2FA)?
— Her =+ BrniwounTte 2FA yepes noyTy, NPUAoHKEHNE MAn CMC
= JIa = OTnWn4HO
3. Peeyaspuo ofinoameme napoiu?
— Her - YCTaHOBMTE HaNOMWHaHWE Ha CMeHY Kaxable 3-6 mec.
- Jla = MNpoponxante

IIATI 6. Co3znasaiiTe HAJeKHbIC NAPOJIH

Kakoii go/xeH GBITh NApoOib

o Jlouna ot 10 cHMBONOB.
o  KoMmOuHauuA: 3arNagHele, CTPOMHBLE, UHPPEL H CHMBOJIEL

Yero niberath

o [lpocre komOuHANMIT (qwerty |23, password, Balua 1ata posIeHHs).
o [loeropatommxcs ciseonos (aaaal 111).

[Ipoeepra HezonacHOCTH NAPOJIR

® Hcnonesyiite caiitel Bpoae haveibeenpwned.com, 4Tolkl TPOBEPHTE YTEUKH.
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IMpoeeprTe cedn:

1. HMapoas dunkee 10 cuveonos?
— Het = YBenu4bTe O4NUHY
= Jla = Cneayowmin Bonpoc
2. Codepxcum 3021a8nble, CHPOuHBE, YPPLI # clausois?
— Her = COenanTe ero cnoxHee
- Jla = Cneayowmiai Bonpoc
3. Hapows codepacum npocmete ghpazet (123456, gwerty, sawa dama poxcenin)?
— Her = Cnenyrowmni Bonpoc
= Jlla = 3aMeHunTE
4. lposepanu it 86l HAPORL Hea Vineuxn?
- Her = Vicnone3synTte:

— https:‘haveibeenpwned.com
— https://passwords.google.com
— Ia -+ Bce B nopagke

HIAL" 7. ObnoBasniiTe nporpammMuoe obecnedeHHe CBOCBPEMEHHO
nﬂ‘iEM}' ITO BAKHD
&  OOHOBIEHHA SAKPEIBAKOT YAIBHMOCTH, KOTOPEIC MOIYT HCNOOB30BATE XAKCPEL.
Yro HMeHHO HVKHO 00HOBIATH
OnepatnoHHYIO CHCTEMY

bpayzeprl.
AHTHEHpPYC.

[porpamybl ¢ JOCTYIIOM K HHTEPHETY.
Kak 310 aBTOMATHIHPOBATE

& DBrmoudTe aBTOOOHOBIEHHA B HACTPOIKAN.
IMpoeeprTe cedn:

L. Bt dasuo vemanaenusain oimoarerua Windows/macOS/Linux?
- [la = 3angnTe B HacTporKK = LlenTp obHoeneHnn — MNMpoeepeTe 1
yCTaHoBUTE
- Het = OTnn4Ho

2. Baw payzep ofnoersemca agmomamiuecku?
— Het = MNpoeepeTe Bpy4Hyo (Chrome: «0 bpay3epe Google Chrome:)
— [la - Bce xopowo

3. Vemawoaneus: o0HO&TeHUA almuaiipyea?
- HeT = 3anyctuTe obHoBneHwe 6a3 BpyydHYIO
-+ [la = Xopowo



4. Henoawizveme npozpammsl ¢ uimepreni-docmyvionm (Zoom, Telegram)?
= [la —» ¥YbepgwuTeck, 4TO BKIKYeHEl aBTO0BHOBNEeHMA
— HeT = Cneoyowni NyHKT
5. Aemoofinosienud eRUIONEHB & crucmene?
- HeT = PekoMeHayeTCH:
— Windows: Myck = ObHoBnerHma 1 bezonacHoCTe = BKAW4YMTE
— mac0S: CucTemMHble HAacTporku — OBHoBNEeHWA
= Jla = OTAM4YHO, Bbl 3aLWALLLEHBI

HIAT 8. He oreevaiiTe Ha (JHINHHIOBLIE THCEMA
Kak eeiraaanT ¢gumunr

&  (femaHHe BEIMTPBINA HIH YIPO3kEl WTpadoE.
o (Ccrunka BefeT Ha caiT, KONHPYIMHA H3BecTHEI Opena.

Yro geaats NpH N0A03PeHHHA HA QHIIHAT

o He oTkpriBaiiTe BIOKEHHA H CCBUTKH.
o (CeepbTe afpec OTIPABHTENA (HE TONLKO HMaA!).

Kak noBeICHTE JALATY

& Hacrpoiite cnam-hHnsTp B NIOYTORHKE.
® DBrmoudTte IBYXPAKTOPHYH ARTOPH3ALNK B email-cepehce.

MMpumnoe nogozpuTensHoe nucsMo? 3agaiiTe cede BONPOCHI:

1. MMucemo ofewaent npus, yepoxcaem wmpadaimy, mpedyvem deticmauti?
— IIa —+ Cropee BCcero, MwunHr. He BzanmooencTeynTe
— Her = Cnegyiowmia BONpoc
2. Contmka & nuchMe dedem Ra Cpanisiil Wi Konupyowut caim?
— Jla =+ He nepexoanuTe, npoeepbTe URL (Hanpumep, 4epes VirusTotal)
— Her = Mo#HO |'|Ep'EI;"1TI||"|,l HO C OCTOPOMHOCTEHY
3. Hua omnpasumerd sHakomo, Ho aopec nodozptimenen?
— Jla = 3TO nogaenka. Yoanute
= Her = Janee
4. But emyuatino snasman?
— Jla = HeMeaneHHo 3aKporTe cTpaHuuy. O4YUCTUTE Kel, NpoBeauTe
AHTUBUPYCHYIO MPOBEPKY
= Her —= OTnu4HO
5. Cnamv-ghiemp g nowme exnouen?
— Her = AKTUBMPYIATE B HAaCTPORKax (Hanpumep, «PUNbTPLI U
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6nokupoBkas=)
= la = Cnegytowmia BONpoc
B. deveghaxmopnan sawumea email sxvovena’
— Her = Bkno4nTe Yepes HacTpolkyn BesonacHoOCTH
— Jla = besonacHoOCTbL ycuneHa
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